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ABSTRACT 

2 70 s-0 
E r r o r - c o r r e c t i n g  c o d e s  f o r  u se  i n  c o m m u n i c a t i o n  c h a n n e l s  h a v e  b e e n  

known f o r  many y e a r s .  R e c e n t l y  d i s c o v e r e d  c o d e  f a m i l i e s  h a v e  e n a b l e d  

e c o n o m i c a l  e n c o d i n g  and  d e c o d i n g  equ ipmen t  t o  b e  d e s i g n e d  f o r  u s e  w i t h  

e v e n  v e r y  n o i s y  c h a n n e l s .  T h e s e  n e w  c o d e s  p r o v i d e  f o r  t h e  a u t o m a t i c  

c o r r e c t i o n  o f  s e v e r a l  i n d e p e n d e n t  e r r o r s  i n  a b l o c k  o f  t r a n s m i t t e d  d i g i t s ,  

o r  o f  b u r s t s  o f  e r r o r s  i n  s u c c e s s i v e  d i g i t s .  

W i t h i n  a d i g i t a l  compute r  t h e  “ c h a n n e l ”  becomes  t h e  c o l l e c t i o n  o f  

d a t a  p a t h s  and s t o r a g e  l o c a t i o n s  embodied  i n  i n d e x ,  d a t a ,  and c o n t r o l  

r e g i s t e r s  and i n  t h e  memor ies  and  a s s o c i a t e d  i n p u t - o u t p u t  t r a n s f e r  l i n k s .  
An a t t e m p t  t o  a p p l y  e x i s t i n g  e r r o r - c h e c k i n g  c o d e s  t o  t h i s  t y p e  o f  c h a n n e l  

r e v e a l s  t h a t  t h e s e  known c o d e s  a r e  n o t  n e c e s s a r i l y  o p t i m a l ,  b e c a u s e  (1) 
a p p r o p r i a t e  m e a s u r e s  o f  e f f i c i e n c y  may d i f f e r  f r o m  t h o s e  c u s t o m a r y  i n  t h e  

t r a d i t i o n a l  c o m m u n i c a t i o n s  c h a n n e l s ,  ( 2 )  t h e  most  p r o b a b l e  t y p e s  o f  e r r o r s  

( n o i s e )  may n o t  b e  t h e  same ,  ( 3 )  one  must  a l s o  t a k e  i n t o  a c c o u n t  t h e  p o s -  

s i b i l i t y  o f  e r r o r s  d u e  t o  f a u l t s  i n  t h e  d e c o d i n g  l o g i c  ( c o r r e c t o r )  i t s e l f ,  

and (4) i f  p o s s i b l e ,  t h e  c o d e s  s h o u l d  b e  c o m p a t i b l e  i n  some s e n s e  w i t h  

a r i t h m e t i c  and o t h e r  r e l a t e d  o p e r a t i o n s .  

I n  t h i s  r e p o r t  w e  d i s c u s s  t h e  e f f i c i e n c y ,  c o s t ,  and  o p t i m a l i t y  o f  

c o d e s  f o r  u s e  w i t h i n  d i g i t a l  s y s t e m s ,  and  e v a l u a t e  t o  what  e x t e n t  known 

c o d e  f a m i l i e s  c a n  b e  a p p l i e d  t o  a u t o m a t i c  e r r o r  c o r r e c t i o n .  To b e t t e r  

s a t i s f y  t h e s e  c r i t e r i a  i n  t h e  most i m p o r t a n t  r e m a i n i n g  c a s e s ,  some new 

c o d e s  a r e  t h e n  d e s c r i b e d .  P a r t i c u l a r  a t t e n t i o n  i s  d e v o t e d  t o  e r r o r  c o r -  

r e c t o r s  which  a r e  ‘ : f a u l t - m a s k e d ” - i i . e . ,  whose p e r f o r m a n c e  i s  i n s e n s i t i v e  

t o  s i n g l e  i s o l a t e d  c i r c u i t  f a u l t s .  A l s o  d i s c u s s e d  a r e  t h e  s i m p l i f i c a t i o n s  

p o s s i b l e  i f  mere d e t e c t i o n  o f  a n  e r r o r  i s  a d e q u a t e .  S e v e r a l  e x a m p l e s  o f  

e n c o d i n g ,  c o r r e c t o r ,  and  d e t e c t o r  c i r c u i t s  a r e  o f f e r e d ,  e x e m p l i f y i n g  t h e  

m- u s e  o f  b o t h  g a t e - t y p e  and b r a n c h - t y p e  l o g i c a l  e l e m e n t s .  

.. 
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I INTRODUCTION 

‘The use of redundancy is now well known, if not well practiced, as 
a technique for improving the reliability of digital systems. It is 

recognized that one may apply the redundancy within the system at one o r  

more levels--i.e., by replicating the component, the logical element, the 

network, the subsystem, o r  even the entire system. While redundant design 

techniques are available for application at any level, the selection of 

the best techniques and the optimum levels for a given system, family of 

faults, and degree of protection is still a problem which is largely 

unsolved. 

In general, redundancy may be applied to a digital network o r  system 

either by replicating (in some sense) the logical circuitry directly, o r  

by applying the redundancy to the signals which pass through the system. 

For  the former case of circuit redundancy, the extra equipment required 

depends critically on the particular operation being performed, and it is 

here that one may take advantage of any redundancy inherent in the 

operation itself, and in the logical circuitry selected to realize it. 

The price paid in the latter case of signal redundancy lies principally 

in the extra time required for operation in a serial system, o r  the 

larger number of iterated circuit stages required in a parallel configura- 

tion. Techniques for utilizing circuit redundancy for detecting correcting, 

and masking single faults are the subject of  earlier reports under the 
present project.l*2* 

In this report we will be concerned with signal redundancy techniques 

for application at the level of the network o r  subsystem, with emphasis 

on digital systems such as general-purpose-type computers. Both fault- 

detection and fault-correction techniques will be discussed. Also, both 

of the possible families of logical elements will be considered--gate-type 

elements, such as are conventionally realized in transistor-diode, magnetic, 

vacuum-tube, and parametron circuitry, and branch-type elements such as 

relay and switch contacts, cryotrons, and direct-coupled transistor logic- 

although we will not be overly concerned with detailed circuitry problems. 

R e f e r e n c e s  a r e  l i s t e d  a t  t h e  e n d  o f  t h e  r e p o r t .  

1 



The p r o b l e m  o f  a p p l y i n g  r edundancy  t o  d i g i t a l  s i g n a l s  f o r  t h e  

p u r p o s e  o f  d e t e c t i n g  o r  c o r r e c t i n g  e r r o r s  d u e  t o  i s o l a t e d  c i r c u i t  f a u l t s  

i s  o n e  o f  d e v e l o p i n g  and  s e l e c t i n g  s u i t a b l e  e r r o r - d e t e c t i n g  and  e r r o r -  

c o r r e c t i n g  c o d e s .  C o d i n g  t h e o r y  h a s  by now e v o l v e d  t o  t h e  p o i n t  where  

numerous  c o d e s  h a v e  been  d e v e l o p e d  f o r  u s e  i n  c o m m u n i c a t i o n  c h a n n e l s .  

I n  p a r t i c u l a r ,  many r e c e n t l y  d e v e l o p e d  c o d e  f a m i l i e s  l e a d  t o  e c o n o m i c a l  

e n c o d i n g  and  d e c o d i n g  e q u i p m e n t  f o r  u s e  w i t h  e v e n  v e r y  n o i s y  c h a n n e l s  ,,3*4,5 

W i t h i n  a d i g i t a l  c o m p u t i n g  s y s t e m  t h e  L 1 c h a n n e l ’ 9  becomes  t h e  complex  

o f  d a t a  p a t h s  and  s t o r a g e  l o c a t i o n s  embodied  i n  i n d e x ,  d a t a ,  and  c o n t r o l  

r e g i s t e r s ,  and  i n  t h e  memor ie s  and  a s s o c i a t e d  i n p u t - o u t p u t  t r a n s f e r  l i n k s .  

One may even  want t o  i n c l u d e  t h o s e  p o r t i o n s  o f  t h e  s y s t e m  which  t r a n s f o r m ,  

a n a l y z e ,  and  p r o c e s s  t h e  d a t a ,  such  a s  a r i t h m e t i c  u n i t s ,  c o d e  c o n v e r t e r s ,  

c o m p a r i t o r s ,  e t c .  ( a l t h o u g h  c i r c u i t  r e d u n d a n c y  a p p e a r s  t o  b e  more a p p r o -  

p r i a t e  f o r  most  o f  t h e s e  o p e r a t i o n s ) .  An a t t e m p t  t o  a p p l y  known e r r o r -  

c h e c k i n g  c o d e s  d i r e c t l y  t o  t h i s  t y p e  o f  c h a n n e l  r e v e a l s  t h a t  t h e s e  c o d e s  

a r e  n o t  a l w a y s  optimum o r  even  a p p r o p r i a t e ,  b e c a u s e  t h e  c r i t e r i o n  o f  

o p t i m a l i t y  i s  n o t  t h e  same i n  a compute r  a s  i n  c o m m u n i c a t i o n  c h a n n e l s .  

The m a j o r  d i f f e r e n c e s  may b e  summar ized  a s  f o l l o w s :  

(1) The e f f e c t  of  c i r c u i t  f a u l t s  i s  o f t e n  q u i t e  d i f f e r e n t  
f rom e f f e c t  o f  n o i s e  i n  communica t ion  c h a n n e l s .  

( 2 )  The  c r i t e r i o n  o f  “ e f f i c i e n c y ”  o f  a c o d e  d e p e n d s  upon 
c i r c u i t  c o s t  i n  a more complex  way. 

( 3 )  One mus t  a l s o  t a k e  i n t o  a c c o u n t  t h e  p o s s i b i l i t y  o f  
f a u l t s  i n  t h e  e n c o d e r  and d e c o d e r  t h e m s e l v e s .  

(4) The c h o i c e  o f  c o d e  s h o u l d  b e  c o m p a t i b l e  w i t h  t h e  o t h e r  
s i g n a l s  a n d  o p e r a t i o n s  ( a r i t h m e t i c ,  i n p u t  and  o u t p u t  
c o d e s ,  e t c . )  b e s i d e s  s i m p l e  d a t a  t r a n s f e r  w i t h i n  
t h e  s y s t e m .  

I n  t h e  f o l l o w i n g  s e c t i o n s  we d i s c u s s  t h e  n o t i o n s  o f  n o i s e ,  e f f i c i e n c y ,  

and  ( t o  a l e s s e r  e x t e n t )  s i g n a l  c o m p a t i b i l i t y  a p p r o p r i a t e  t o  a d i g i t a l  

c o m p u t i n g  s y s t e m ,  a n d  i n v e s t i g a t e  t h e  t y p e s  o f  c o d e s  wh ich  s h o u l d  b e  u s e d .  

I n  some c a s e s ,  known c o d e s  o r  s i m p l e  m o d i f i c a t i o n s  o f  them a r e  s u i t a b l e :  

I n  o t h e r s ,  n e w ’ c o d e s  a r e  recommended and a r e  p a r t i a l l y  d e v e l o p e d .  P a r  

t i c u l a r  a t t e n t i o n  i s  d i r e c t e d  t o  some new c o d e  f a m i l i e s  d e v e l o p e d  a t  

S t a n f o r d  R e s e a r c h  I n s t i t u t e  f o r  c o m m u n i c a t i o n s  a p p l i c a t i o n s ,  b u t  a l s o  

w e l l  - s u i t e d  t o  d i g i t a l  d a t a  p r o c e s s i n g . 5 * 6 * 7  

p a r i t y - c h e c k  c o d e s  a r e  shown t o  be p a r t i c u l a r l y  s u i t a b l e  f o r  e r r o r .  

c o r r e c t i o n  i n  t h e  p a r a l l e l  c h a n n e l  u s i n g  g a t e - t y p e  l o g i c a l  e l e m e n t s .  

A f a m i l y  o f  “ l o w - d e n s i t y ’ ’  
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Some a t t e n t i o n  i s  a l s o  d e v o t e d  t o  d e c o d e r s  ( e r r o r  d e t e c t o r s  and  c o r r e c t o r s j  

which  a r e  s i n g l e  fault m a s k e d - - - i . e . ,  t h e i r  p e r f o r m a n c e  i s  i n s e n s i t i v e  t o  

s i n g l e  i s o l a t e d  c i r c u i t  f a u l t s  Examples o f  s u c h  d e c o d e r s  a r e  o f f e r e d .  

Fo r  mos t  o f  t h e  e n s u i n g  d i s c u s s i o n ,  w e  a s s u m e  no  s p e c i a l i z e d  knowledge  

o f  c o d i n g  t h e o r y ,  beyond a g e n e r a l  a p p r e c i a t i o n  o f  i t s  o b j e c t i v e s  and  a 

few o f  i t s  mos t  e l e m e n t a r y  c o n c e p t s - - t h e  n o t i o n s  o f  p a r i t y  c h e c k i n g ,  c h e c k  

d i g i t s ,  and  e n c o d i n g  a n d  d e c o d i n g  p r o c e s s e s ,  f o r  e x a m p l e .  By t h e  same 

t o k e n ,  t h e  c o d e s  t o  b e  u s e d  a r e  m e r e l y  d e s c r i b e d ,  and  n o t  c o m p l e t e l y  de--  

r i v e d  u n l e s s  t h e y  a r e  new. The r e a d e r  i s  r e f e r r e d  t o  t e x t b o o k s  and  o t h e r  

l i t e r a t u r e  f o r  t h e s e  d e r i v a t i o n s ,  p r o o f s  o f  o p t i m a l i t y ,  a n d  d e t a i l e d  

c i r c u i t  a l t e r n a t i v e s  f o r  t h e  e n c o d i n g  and  d e c o d i n g  e q ~ i p m e n t . ~  

P r i n c i p a l  e m p h a s i s  i s  p l a c e d  on p a r i t y - c h e c k  c o d e s  f o r  d e t e c t i n g  o r  

c o r r e c t i n g  i s o l a t e d  s i n g l e - d i g i t  e r r o r s  i n  b l o c k s  o f  f i x e d  l e n g t h ,  w i t h  

o n l y  s e c o n d a r y  c o n s i d e r a t i o n  of  m u l t i p l e  e r r o r s ,  b u r s t s ,  and  s o - c a l l e d  

n o n - s y s t e m a t i c  ( i . e . ,  n o n - p a r i t y - c h e c k )  c o d e s .  The  l i t e r a t u r e  may b e  

c o n s u l t e d  f o r  a v a i l a b l e  i n f o r m a t i o n  on t h e s e  e x t e n s i o n s ,  and  on o t h e r s  

s u c h  a.s r e c u r r e n t  ( n o n - b l o c k )  c o d e s ,  c o d e s  f o r  t h e  e r a s u r e  c h a n n e l ,  and  

non-  b i n a r y  c o d e s  . 3  

Codes  f o r  c h e c k i n g  s i m p l e  s e r i a l  and  p a r a l l e l  d a t a  t r a n s f e r  and  

s t o r a g e  o p e r a t i o n s  a r e  d i s c u s s e d  i n  t h e  n e x t  two s e c t i o n s .  T h i s  t r e a t m e n t  

i s  p r i m a r i l y  a s u r v e y  and  d i s c l o s u r e  of  what i s  known a n d  a p p l i c a b l e  t o  

d i g i t a l  c o m p u t i n g  s y s t e m s ,  b u t  i n c l u d e s  some d i s c u s s i o n  of  “ l o w - d e n s i t y ”  

c o d e s  which  a r e  p a r t i c u l a r l y  s u i t e d  t o  p a r a l l e l  c h e c k i n g  w i t h  c o n v e n t i o n a l  

d i g i t a l  c i r c u i t r y .  S e c t i o n  I V  i n v e s t i g a t e s  t h e  s a v i n g s  p o s s i b l e  when t h e  

a s sumed  f a u l t s  c a u s e  b i n a r y  e r r o r s  i n  o n l y  o n e  d i r e c t i o n - - e . g . ,  1 --t 0 
errors b u t  n o t  0 --t 1 e r r o r s .  Some s p e c i a l  c o d e s  f o r  c h e c k i n g  a r i t h m e t i c  

o p e r a t i o n s  a r e  p r e s e n t e d  i n  S e c .  V .  S e c t i o n  VI d e s c r i b e s  c o d e s  which  a r e  

p a r t i a l l y  s e r i a l  and  p a r t i a l l y  p a r a l l e l ,  i n t r o d u c e d  w i t h  t h e  hope  of  

o v e r c o m i n g  some o f  t h e  l i m i t a t i o n s  o f  b o t h .  F i n a l l y ,  w e  d i s c u s s  t h e  

m a s k i n g  o f  f a u l t s  w i t h i n  t h e  e n c o d i n g  a n d  d e c o d i n g  e q u i p m e n t ,  a n d  make 

some p a r t i a l  c o m p a r i s o n s  o f  t h e  v a r i o u s  c o d e s  wh ich  haire b e e n  c o n s i d e r e d  

No c o m p a r i s o n  i s  a t t e m p t e d  be tween  t h e s e  c o d e s  and  o t h e r  r e d u n d a n c y  

t e c h n i q u e s  s u c h  a s  c i r c u i t  r e d u n d a n c y .  Such  c o m p a r i s o n s  a r e  known t o  be 

c r i t i c a l l y  d e p e n d e n t  
r e d u n d a n c y  i s  t o  b e  a p p l i e d .  These  c o n s i d e r a t i o n s  and o t h e r s  on t h e  

i n t e g r a t e d  u s e  o f  r e d u n d a n c y  i n  d i g i t a l  s y s t e m s  fo rm t h e  s u b j e c t  o f  o t h e r  

e f f o r t  u n d e r  t h e  p r e s e n t  r e s e a r c h  p r o j e c t .  

on t h e  p a r t i c u l a r  c o m p u t e r  o r  s y s t e m  t o  wh ich  t h e  

The  d i s c u s s i o n  o f  e a c h  c o d e i s a c c o m p a n i e d w h e r e p o s s i b l e  w i t h  e x a m p l e s  

t o  i l l u s t r a t e  t h e  t y p e  and  complexity of c i r c u i t r y  required f o r  encoding and decoding. 
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S e r i a l  d a t a  h a n d l i n g  w i l l  b e  t r e a t e d  f i r s t ,  b e c a u s e  o f  i t s  g r e a t e r  

s i m p l i c i t y ,  and  a s  a means f o r  i n t r o d u c i n g  some n e c e s s a r y  t e r m i n o l o g y .  

The  more p o p u l a r  g a t e - t y p e  l o g i c a l  e l e m e n t s  w i l l  b e  assumed f o r  t h e  t i m e  

b e i n g .  

A ,  C Y C L I C  CODES 

S e r i a l  p r o c e s s i n g  o f  d a t a  i s  c h a r a c t e r i z e d  by l o n g e r  o p e r a t i o n  t i m e s  

b u t  by a c o n s i d e r a b l e  s a v i n g  i n  t h e  amount  o f  r e q u i r e d  e q u i p m e n t  wheneve r  

t h e  o p e r a t i o n  t o  b e  p e r f o r m e d  i s  ( 1 )  i t e r a t i v e - i . e . ,  when i t  i s  e s s e n -  

t i a l l y  t h e  same on  e a c h  s u c c e s s i v e  d a t a  d i g i t  o f  t h e  work o r  b l o c k - a n d  

( 2 )  u n i l a t e r a l -  i .  e . ,  when t h e  i n t e r d i g i t a l  l o g i c a l  d e p e n d e n c i e s  e x t e n d  

i n  o n l y  o n e  d i r e c t i o n ,  f o r w a r d  o r  backward  t h r o u g h  t h e  word ,  b u t  n o t  b o t h .  

The f i r s t  e r r o r - c o r r e c t i n g  c o d e s  d e v e l o p e d  f o r  b l o c k s  o f  b i n a r y  

d i g i t s  s a t i s f i e d  n e i t h e r  o f  t h e s e  p r o p e r t i e s ,  s o  t h a t  t h e  e n c o d e r s  and  

d e c o d e r s  f o r  t h e s e  c o d e s  were f o r c e d  t o  b e  c o m p l i c a t e d  p a r a l l e l  s w i t c h i n g  

c i r c u i t s .  8*9y10 

t h e s e  c o d e s  i n  d i g i t a l  c o m m u n i c a t i o n ,  d a t a  p r o c e s s i n g ,  and r e c o r d i n g  

s y s t e m s ,  e v e n  t h o u g h  t h e i r  a d v a n t a g e s  f o r  c o m b a t i n g  n o i s e  and  d i s t u r b a n c e s  

were w e l l  e s t a b l i s h e d  and a c c e p t e d .  

T h i s  c o m p l e x i t y  e f f e c t i v e l y  p r e v e n t e d  w i d e s p r e a d  u s e  o f  

More r e c e n t l y  d e v e l o p e d  f a m i l i e s  o f  c o d e s ,  c a l l e d  c y c l i c  c o d e s ,  s a t -  

i s f y  b o t h  o f  t h e  a b o v e  c o n d i t i o n s  f o r  s e r i a l i z a t i o n ,  and  v e r y  e c o n o m i c a l  

c i r c u i t  a r r a n g e m e n t s  f o r  s e r i a l  e r r o r  c o n n e c t i o n  c a n  b e  d e v e l o p e d  f o r  

mos t  o f  A w e a l t h  o f  u n d e r l y i n g  t h e o r y  a l l o w s  o n e  t o  d e t e r m i n e  

( 1 )  which  b l o c k  l e n g t h s  n c a n  b e  most  e f f i c i e n t l y  accommodated ,  ( 2 )  what  

r e d u n d a n c y  l e v e l s  a r e  r e q u i r e d  , w i t h o u t  a c t u a l l y  e x e c u t i n g  t h e  d e t a i l s  

o f  c o d e  d e s i g n ,  and  ( 3 )  t h e  a c t u a l  d e s i g n  o f  t h e  e n c o d e r  and d e c o d e r ,  

w i t h  some l a t i t u d e  i n  t h e  r e q u i r e d  l o g i c  t o  t a k e  i n t o  a c c o u n t  p r e f e r r e d  

c i r c u i t  a r r a n g e m e n t s .  O t h e r  c l o s e l y  r e l a t e d  c o d e  f a m i l i e s  a l l o w  o n e  t o  

c o r r e c t  n o t  o n l y  s i n g l e  i s o l a t e d  d i g i t  e r r o r s ,  b u t  m u l t i p l e  i s o l a t e d  

e r r o r s ,  o r  ( w i t h i n  c e r t a i n  l i m i t a t i o n s )  b u r s t s  o f  e r r o r s  i n  a d j a c e n t  o r  

n e a r b y  d i g i t  p o s i t i o n s .  
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The r e a d e r  i s  r e f e r r e d  t o  t h e  l i t e r a t u r e  f o r  t h e  d e v e l o p m e n t  and 

e x p o s i t i o n  o f  t h i s  t h e o r y ,  a n d  t h e  d e t a i l s  o f  c o d e  d e s i g n . 3  We w i l l  

c o n f i n e  o u r  a t t e n t i o n  t o  a f ew e x a m p l e s  and some b o u n d s  on t h e  r e d u n -  

d a n c y  r e q u i r e d ,  t o  i n d i c a t e  t h e  g e n e r a l  c o m p l e x i t y  o f  t h e  e n c o d i n g  and  

d e c o d i n g  e q u i p m e n t ,  

Any s y s t e m a t i c  c o d e  c a n  be  d e s c r i b e d  by i t s  p a r i t y  c h e c k  m a t r i x  P, 
e a c h  o f  whose n c o l u m n s  c o r r e s p o n d  t o  o n e  o f  t h e  n d i g i t s  o f  t h e  c o d e ,  

and e a c h  o f  whose k rows c o r r e s p o n d  t o  o n e  o f  t h e  k p a r i t y  c h e c k s .  The 

e l e m e n t s  o f  t h e  m a t r i x  a r e  0 ’ s  and  l ’ s ,  and  t h e  p o s i t i o n s  o f  t h e  1 ’ s  i n  

t h e  i t h  row i n d i c a t e  which  d i g i t  p o s i t i o n s  a r e  i n v o l v e d  i n  t h e  i t h  p a r i t y  

c h e c k .  S i m i l a r l y ,  t h e  p o s i t i o n s  of t h e  1 ’ s  i n  j t h  co lumn i n d i c a t e  t o  

which  p a r i t y  c h e c k s  t h e  j t h  d i g i t  c o n t r i b u t e s .  For e x a m p l e ,  f o r  t h e  c o n -  

v e n t i o n a l  Hamming s i n g l e -  e r r o r - c o r r e c t i n g  c o d e ,  ’ h a v i n g  k = 3 c h e c k  d i g i t s  

and  n = 7 d i g i t s  t o t a l ,  t h e  p a r i t y  c h e c k  m a t r i x  i s  

P = 0 1 1 0 0 1 1  . [: 1 :  I: ::I 
T h u s ,  t h e  f i r s t  p a r i t y  c h e c k  i s  a p p l i e d  o v e r  P o s i t i o n s  1, 3 ,  5 ,  and 7 ;  
t h e  s e c o n d  o v e r  P o s i t i o n s  2 ,  3 ,  6 ,  a n d  7 ;  and t h e  t h i r d  o v e r  P o s i t i o n s 4 ,  

5 ,  6 ,  and 7 .  ‘The f i r s t  d i g i t  c o n t r i b u t e s  t o  o n l y  t h e  f i r s t  p a r i t y  c h e c k ,  

e t c .  Any s e t  o f  i n d e p e n d e n t  co lumns  ( e . g . ,  Columns 5 ,  6 ,  and  7 )  may b e  

s e l e c t e d  t o  c o r r e s p o n d  t o  t h e  c h e c k - d i g i t  p o s i t i o n s  i n  t h e  word.  

The  f a c t  t h a t  e a c h  column i s  d i f f e r e n t  f r o m  a l l  o t h e r s  i s  s u f f i c i e n t  

c o n d i t i o n  f o r  any  s i n g l e - . d i g i t  e r r o r  t o  c a u s e  a u n i q u e  p a t t e r n  o f  p a r i t y  

c h e c k  v i o l a t i o n s .  T h u s ,  a n  e r r o r  i n  t h e  t h i r d  d i g i t  (Column 3 )  w i l l  
c a u s e  t h e  f i r s t  and s e c o n d  p a r i t y  c h e c k s  t o  b e  v i o l a t e d ,  and n o  o t h e r  

s i n g l e  e r r o r  c o u l d  h a v e  t h e  same e f f e c t .  C l e a r l y ,  t h e n ,  a m a t r i x  w i t h  

k r o w s  c a n  h a v e  a number n o f  co lumns  a s  l a r g e  a s  2 k  - 1, c o r r e s p o n d i n g  

t o  t h e  s e t  o f  a l l  k - d i g i t  b i n a r y  numbers  e x c e p t  0 0 . . .  0 .  T h u s ,  t h e  

minimum number k o f  c h e c k  d i g i t s  n e e d e d  f o r  a b l o c k  o f  m d a t a  d i g i t s  i s  

t h e  s m a l l e s t  number s a t i s f y i n g  2 k  - 1 2  m + k ,  o r  k = l o g 2 [ m  + l o g 2 ( m ) ]  = 

l o g 2 ( m ) .  The number o f  c h e c k  d i g i t s  r e q u i r e d  i n c r e a s e s  r a t h e r  s l o w l y  

w i t h  m .  
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Up t o  t h i s  p o i n t ,  any o r d e r i n g  o f  t h e  rows  and  co lumns  i s  e q u a l l y  

p r e f e r a b l e .  To a c h i e v e  some d e g r e e  o f  u n i f o r m i t y  i n  t h e  p a r i t y  c h e c k i n g  

o p e r a t i o n  o v e r  s u c c e s s i v e  d i g i t s ,  h o w e v e r ,  we m i g h t  o r d e r  t h e  co lumns  s o  

t h a t  e a c h  row i s  a c y c l i c a l l y  s h i f t e d  v e r s i o n  of  t h e  p r e v i o u s  row .  For 
e x a m p l e ,  i n  t h e  a b o v e  m a t r i x  P ,  we m i g h t  s e l e c t  t h e  column r e - o r d e r i n g  

a s  f o l l o w s :  

1 1 1 0 ' 1 0 0  

p c  - - [ o l l l ~ o l o ]  

0 0 1  1 :  1 0 1  

C l e a r l y ,  t h e  s e c o n d  and t h i r d  rows a r e  ( c y c l i c )  h o r i z o n t a l  u n i t  d i s p l a c e -  

men t s  of t h e  f i r s t  and  s e c o n d  rows r e s p e c t i v e l y .  I n  t h i s  c a s e ,  an  a d d i -  

t i o n a l  f e a t u r e  may b e  n o t e d ;  namely  t h a t  t h e  s u c c e s s i o n  o f  d i g i t s  i n  t h e  

f i r s t  row ( a n d  t h e r e f o r e  a l l  r o w s )  o b e y s  t h e  s i m p l e  t h i r d - o r d e r  r e c u r r e n c e  

r e l  a t  i o n  

a .  = a i - 2  e a i - 3  . 

T h a t  i s ,  e a c h  d i g i t  i s  t h e  e x c l u s i v e - O R  ( m o d u l o - 2 )  sum o f  t h e  t w o  d i g i t s  

two a n d  t h r e e  p o s i t i o n s  t o  i t s  l e f t .  T h e  l a s t  t h r e e  co lumns  m i g h t  l o g -  

i c a l l y  b e  s e l e c t e d  t o  c o r r e s p o n d  t o  t h e  t h r e e  c h e c k  d i g i t s .  T h i s  r e c u r -  

r e n c e  p r o p e r t y  s u g g e s t s  t h a t  a s i m p l e  e n c o d i n g  c i r c u i t  may b e  p o s s i b l e ,  

i n  wh ich  t h e  t h r e e  c h e c k  d i g i t s  a r e  a t t a c h e d  t o  t h e  end o f  a € o u r - d a t a -  

d i g i t  s e q u e n c e ,  and  f o r  which t h e  c a l c u l a t i o n  o f  e a c h  c h e c k  d i g i t  i n v o l v e s  

o n l y  a t h i r d - o r d e r  d e p e n d e n c e  ove r  s u i t a b l y  combined  p a s t  d i g i t s  o f  t h e  

s e q u e n c e ,  i n  a c c o r d a n c e  w i t h  t h e  r e c u r r e n c e  r e l a t i o n .  

B .  ENCODER AND DECODER 

The  c o m p l e t e  e n c o d e r ,  

wh ich  g e n e r a t e s  t h e  r e d u n -  

d a n t  d i g i t s ,  i s  shown i n  

F i g .  1, and  o p e r a t e s  a s  

f o l l o w s  : 

( 1 )  Mode A 1  ( s w i t c h  
u p ) :  The  4 
( g e n e r a l l y ,  rn = 

n - k )  d a t a  d i g i t s  
a r e  a p p l i e d  i n  

ENCODED 

11-3136-28 

FIG. 1 SERIAL ENCODER FOR A CYCLIC  
SINGLE- E RRO R-CO RRECTl  NG 
PARITY-CHECK CODE 
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t i m e  s u c c e s s i o n  t o  t h e  3 - s t a g e  ( g e n e r a l l y ,  k - s t a g e )  f e e d -  
b a c k  s h i f t  r e g i s t e r ,  a s  w e l l  a s  t o  t h e  o u t p u t .  The  
r e g i s t e r  o p e r a t e s  i n  a c c o r d a n c e  w i t h  t h e  a b o v e  r e c u r r e n c e  
r e l  a t  i o n .  

( 2 )  Mode A 2  ( s w i t c h  down) :  For  t h e  n e x t  3 ( g e n e r a l l y ,  k )  d i g i t  
t i m e s ,  t h e  r e g i s t e r  i s  f l u s h e d  i n t o  t h e  o u t p u t  t h r o u g h  t h e  
f e e d b a c k  l o g i c .  The  i n p u t  ( p r e s u m a b l y  0 ’ s )  f i l l s  t h e  
r e g i s t e r  d u r i n g  t h i s  t ime .  

The  s t r i n g  of  m + k = n o u t p u t  d i g i t s  c o n s t i t u t e  t h e  encoded  ( r e d u n -  

d a n t )  d a t a  word ,  w i t h  t h e  k c h e c k  d i g i t s  a t  t h e  e n d .  

DELAY BUFFER RA-1196-29 

FIG. 2 SERIAL DECODER (CORRECTOR) FOR A CYCLIC  
SINGLE-ERROR-CORRECTING PARITY-CHECK CODE 

The d e c o d e r  p e r f o r m s  a u t o m a t i c  c o r r e c t i o n ,  and  i s  shown i n  F i g .  2 .  
It  o p e r a t e s  a s  f o l l o w s :  

( 1 )  Mode A - A l l  7 ( g e n e r a l l y ,  n ) d i g i t s  a r e  f e d  i n  t i m e - s e q u e n c e  
i n t o  t h e  f e e d b a c k  s h i f t  r e g i s t e r ,  a s  w e l l  a s  i n t o  a 7 - d i g i t  
( g e n e r a l l y ,  n - d i g i t )  d e l a y  b u f f e r .  The  r e g i s t e r  o p e r a t e s  
i n  a c c o r d a n c e  w i t h  t h e  same r e c u r r e n c e  r e l a t i o n  a s  was u s e d  
f o r  t h e  e n c o d e r .  

( 2 )  Mode B-For t h e  n e x t  7 ( g e n e r a l l y ,  n )  d i g i t  t i m e s ,  t h e  
r e g i s t e r  o p e r a t e s  by i t s e l f  w i t h  0 d a t a  i n p u t ,  w h i l e  t h e  
b u f f e r  i s  f l u s h e d  i n t o  t h e  o u t p u t ;  i f  a n d  when t h e  r e g i s t e r  
r e a c h e s  t h e  s t a t e  0 0 1 ( g e n e r a l l y ,  0 0 . . .  0 l ) ,  a s  s e n s e d  
by t h e  NOH-gate ,  a 1 i s  f e d  t o  t h e  f i n a l  e x c l u s i v e - O H  g a t e  
t o  complement  t h e  c o r r e s p o n d i n g  o u t p u t  d i g i t .  

The  p u r p o s e  o f  Mode A i s  t o  p e r f o r m  t h e  same p a r i t y  c h e c k s  a s  were 

p e r f o r m e d  i n  t h e  e n c o d e r ,  l e a v i n g  a l l  0 ’ s  i n  t h e  r e g i s t e r  i f  t h e  r e c e i v e d  

d a t a  word c o n t a i n s  no  e r r o r ,  and  o t h e r w i s e  l e a v i n g  a “ c o r r e c t o r  number”  
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i n  t h e  r e g i s t e r  i n d i c a t i v e  of  t h e  t i m e - p o s i t i o n  o f  any  s i n g l e  e r r o r  i n  

t h e  d a t a  word.  T h i s  p o s i t i o n  c o r r e s p o n d s  e x a c t l y  t o  t h e  number o f  s h i f t s  

r e q u i r e d  i n  Mode 0 t o  r e t u r n  t h e  r e g i s t e r  t o  t h e  s t a t e  0 0 1 ( g e n e r a l l y ,  

0 0 . _ .  0 1 ) .  The  “ c o m p l e m e n t ”  s i g n a l  i s  shown a l s o  f e d  b a c k  t h r o u g h  t h e  

r e g i s t e r  l o g i c ,  a c o n n e c t i o n  which  r e t u r n s  t h e  r e g i s t e r  t o  i t s  a l l - 0  

s t a t e ,  and o f f e r s  a p a r t i a l  c h e c k  on t h e  s u c c e s s  of  t h e  c o r r e c t i o n  o p e r a -  

t i o n .  R e g i s t e r  f e e d b a c k  l o g i c  i s  known f o r  a l l  v a l u e s  o f  k which  c o u l d  

c o n c e i v a b l y  f i n d  a p p l i c a t i o n .  

S e r i a l  e n c o d e r s  and d e c o d e r s  s h o u l d  f i n d  t h e i r  m a j o r  a p p l i c a t i o n  i n  

s i t u a t i o n s  i n  which  e r r o r s  a r i s e  w h i l e  t h e  d a t a  i s  i n  p a r a l l e l  f o r m ,  s i n c e  

a l l  b u t  s h o r t  i n t e r m i t t e n t  f a u l t s  i n  a s e r i a l  d a t a  c h a n n e l  r e s u l t  i n  b u r s t  

o r  s a t u r a t i o n  ( a l l  0 o r  a l l  1 )  t y p e  e r r o r s ,  n o t  s i n g l e  i s o l a t e d  e r r o r s .  

We h a v e  n o t  a t t e m p t e d  i n  t h i s  d e s c r i p t i o n  t o  c o m p l e t e l y  d e r i v e  and  

j u s t i f y  t h e  c i r c u i t s ,  wh ich  a r e  a d e q u a t e l y  d e s c r i b e d  e l s e w h e r e ,  b u t  o f f e r  

them a s  e x a m p l e s  o f  a now w e l l - e s t a b l i s h e d  t e c h n i q u e  i n  modern c o d e  d e -  

s i g n .  They i l l u s t r a t e  t h e  t y p e  and amount  o f  d i g i t a l  e q u i p m e n t  r e q u i r e d  

f o r  s e r i a l  e r r o r  c o r r e c t i o n .  I t  i s  n o t  d i f f i c u l t  t o  show t h a t  t h e  amount  

o f  c i r c u i t r y  r e q u i r e d  i s  e i t h e r  minimum o r  v e r y  c l o s e  t o  t h e  minimum 

n e e d e d  f o r  any  c o d e  h a v i n g  t h e  same e r r o r - c o r r e c t i n g  a b i l i t y .  O t h e r  

e q u a l l y  e c o n o m i c a l  c i r c u i t  f o r m s  a r e  p o s s i b l e .  One a l t e r n a t i v e  a r r a n g e -  

ment f o r  t h e  d e c o d e r  combines  t h e  k - d i g i t  s h i f t  r e g i s t e r  w i t h  t h a t  p o r t i o n  

o f  t h e  b u f f e r  c o r r e s p o n d i n g  t o  t h e  k c h e c k  d i g i t s ,  a t  t h e  c o s t  o f  a n  i n -  

c r e a s e  i n  t h e  t i m i n g  c i r c u i t r y  ( n o t  s p e c i f i c a l l y  s h o w n ) ,  a n d  a r e v e r s a l  

o f  t h e  o r d e r  o f  t h e  d a t a  and  c h e c k  d i g i t s  ( w h i c h  c o m p l i c a t e s  t h e  e n c o d e r )  

t o  p u t  t h e  l a t t e r  a h e a d  o f  t h e  f o r m e r  i n  t i m e .  T h i s  a r r a n g e m e n t  would 

b e  p a r t i c u l a r l y  a p p r o p r i a t e  when t h e  b u f f e r  c a n  b e  i d e n t i f i e d  w i t h  o n e  

o f  t h e  e x i s t i n g  r e g i s t e r s  o f  t h e  d i g i t a l  s y s t e m .  

C .  OTHER C Y C L I C  CODES 

T h e s e  t e c h n i q u e s  o f  a u t o m a t i c  e r r o r  c o r r e c t i o n  i n  t h e  s e r i a l  t r a n s -  

f e r  o f  i n f o r m a t i o n  b e t w e e n  s t o r a g e  l o c a t i o n s  i n  a d i g i t a l  s y s t e m  c a n  b e  

e x t e n d e d  t o  m u l t i p l e  e r r o r  b o t h  f o r  t h e  c a s e  when t h e  

m u l t i p l e  e r r o r s  may o c c u r  i n d e p e n d e n t l y  w i t h i n  t h e  b l o c k  o f  n d i g i t s ,  

and  when t h e y  a r e  known t o  b e  l i m i t e d  t o  a d i g i t  r a n g e  o r  “ b u r s t ”  whose 

l e n g t h  i s  s u b s t a n t i a l l y  l e s s  t h a n  n .  B u r s t  e r r o r s  would t y p i c a l l y  a r i s e  

f r o m  f a u l t s  wh ich  a f f e c t  a r e g i s t e r  o r  memory l o c a t i o n  o v e r  a r a n g e  w i d e r  

t h a n  a s i n g l e  b i n a r y  d i g i t .  I n  b o t h  c a s e s ,  t h e  e n c o d e r  c i r c u i t r y  h a s  



t h e  same f o r m ,  d i f f e r i n g  o n l y  i n  t h e  s e l e c t i o n  o f  t h o s e  r e g i s t e r  s t a g e s  

which  a r e  f e d  b a c k  t o  t h e  i n p u t  e x c l u s i v e - O R - g a t e ,  and  i n  t h e  r e q u i r e d  

l e n g t h  k of  t h e  r e g i s t e r .  The  d e c o d i n g  c i r c u i t r y  a l s o  h a s  t h e  same fo rm 

e x c e p t  t h a t  t h e  c o m b i n a t i o n a l  l o g i c  a t t a c h e d  t o  t h e  r e g i s t e r  ( c o r r e s p o n d i n g  

t o  t h e  NOR-gate i n  F i g .  2 )  may b e  somewhat more complex .  

O p t i m a l  or n e a r - o p t i m a l  c o d e s  a r e  known f o r  a w ide  r a n g e  o f  v a l u e s  

o f  n ,  f o r  any  number e o f  i s o l a t e d  e r r o r s ,  and  f o r  b u r s t  l e n g t h  b u p  t o  

a b o u t  t e n .  The  number o f  r e d u n d a n t  d i g i t s  r e q u i r e d  i s ,  v e r y  r o u g h l y ,  

f o r  i s o l a t e d  e r r o r s  and  

f o r  b u r s t  e r r o r s ,  p r o v i d e d  k and n a r e  n o t  t o o  s m a l l .  N o t e  t h a t  compara -  

t i v e l y  l e s s  r e d u n d a n c y  i s  r e q u i r e d  f o r  t h e  c o r r e c t i o n  o f  a g i v e n  number 

o f  e r r o r s  i f  t h e s e  e r r o r s  a r e  c o n f i n e d  t o  a b u r s t .  

SHIFT REGISTER 
UNCODED ENCODED 

14-3196-30 

FIG. 3 SERIAL ENCODER FOR A CYCLIC  
BURST-THREE-CORRECTING CODE 

F i g u r e s  3 and 4 show an e n c o d e r  and d e c o d e r ,  r e s p e c t i v e l y ,  f o r  a 

c o d e  c a p a b l e  o f  c o r r e c t i n g  any  e r r o r  b u r s t  o f  w i d t h  up t o  b = 3 i n  a 

b l o c k  of  n = 1 5   digit^.^ 
t h e  l e n g t h  o f  t h e  r e g i s t e r  i s  k ,  l e a v i n g  m = n - k = 9 d a t a  d i g i t s .  

Of t h e s e  d i g i t s ,  k = 6 a r e  c h e c k  d i g i t s ,  and 
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CORRECTED +- 
RA-3196-31 

FIG. 4 SERIAL DECODER FOR A CYCLIC  BURST-THREE-CORRECTING 
CODE 

D. ERROR DETECTION 

I f  s i m p l e  e r r o r  d e t e c t i o n  i s  d e s i r e d ,  o n l y  a s i n g l e  r e d u n d a n t  ( p a r i t y )  

d i g i t  i s  r e q u i r e d :  k = 1, and n = m + 1. The s i n g l e  r e g i s t e r  s t a g e  w i t h  
e x c l u s i v e - O R  f e e d b a c k  i s  l o g i c a l l y  e q u i v a l e n t  t o  a c o m p l e m e n t i n g  f l i p - f l o p .  

The e n c o d e r  and d e c o d e r  a r e  shown i n  F ig .  
i n d i c a t e d  i n  t h e  d e c o d e r  by a l ’ i ’ ’  o u t p u t  e f rom t h e  f l i p - f l o p  a f t e r  t h e  

n t h  d i g i t  i s  r e c e i v e d .  

5 .  The p r e s e n c e  o f  an e r r o r  i s  

COMPLEMENTING 
FLIP-FLOP 

1 - 
UNCODED oT ENCODED 

(0) 

A 2  

R4-3196-32 ( b )  

FIG. 5 SERIAL ENCODER AND DECODER (DETECTOR) 

CHECK CODE 
FOR A SINGLE-ERROR-DETECTING PARITY-  
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I f  t h e  s i n g l e - e r r o r - c o r r e c t i n g  c o d e  i s  t o  b e  u s e d  i n s t e a d  f o r  d o u b l e  

e r r o r  d e t e c t i o n ,  t h e  same e n c o d e r  i s  employed  a s  f o r  s i n g l e - e r r o r  c o r r e c -  

t i o n ,  b u t  t h e  d e c o d e r  may now b e  s i m p l i f i e d .  The b u f f e r  r e g i s t e r  and 

o u t p u t  g a t e  a r e  u n n e c e s s a r y ,  and t h e  NOR and  AND g a t e s  may b e  r e p l a c e d  

by a s i m p l e  OH-ga te  o v e r  t h e  s t a g e s  of  t h e  r e g i s t e r  t o  i n d i c a t e  an e r r o r  

( n o n - z e r o  c o n t e n t s )  a t  t h e  end o f  Mode A .  Mode B i s  n o t  n e e d e d .  
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I11 PARALLEL CHECKING OF DATA TRANSFER AND STORAGE 

Purely parallel data handling forces the decoder to be a rather com- 

plex combinational switching circuit. Unfortunately, the so-called 

“optimal” codes minimize the required number k of  check digits rather 
than the complexity of a parallel decoder. We will now describe some 

‘“low-density” codes which require a value of k somewhat larger than the 
minimum, but lead to decoding logic that is more competitive with the 

amount of circuitry needed for serial decoding,* 

\‘e first observe that any serial circuit may be converted into a 
parallel, iterative, combinational circuit by means of a simple trans 

f0rmati0n.l~ For  example, the encoder of Fig. 1 is first redrawn with 
the register stages separated from the logic, as in Fig. 6(a). The logic 

cell is then iterated seven times, as in Fig. 6(b), the switches being 

absorbed into the wiring in position A1 f o r  the first four cells, and in 

position A2 for the last three cells, corresponding to the two modes of 
serial operation described previously. After some obvious simplifications, 

this circuit is a valid parallel realization of the encoder for a seven- 

digit cyclic single-error-correcting code. 

The same transformation applied to the decoder of  Fig. 2 leads to 

the iterative cell shown in Fig. 7 .  (For  convenience, Cells 8 to 14 have 
been placed underneath Cells 1 to 7 ,  and the outputs a ’ ,  b ’ ,  and c ’  from 

Cell 7 should be returned to the inputs a ,  b ,  and c on Cell 8 , )  However, 

the circuitry displayed in this figure can be simplified considerably by 

starting with another code, which will now be described. 

A ,  LOW-DENSITY CODES 

The decoding logic required f o r  any systematic code can be attributed 

to (1) the execution of the set of k parity check operations defined by 
the parity check matrix P ,  in order to determine the k-digit“corrector” 
number (anon-zero value o f  this number indicates the location of the error); 

~ 

* 1 3  
Some l ow d e n s i t y  c o d e s  were p r e v i o u s l y  i n t r o d u c e d  b y  G a l l a g e r .  
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( b )  RA-3196-33 

FIG. 6 I T E R A T I V E  P A R A L L E L  REALIZATION OF T H E  SERIAL ENCODER 
OF FIG. 1 
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. /TYPICAL C E L L  

I -- 
UNCORRECTED CORRECTED DIGITS 

DIGITS RA-3196-34 

FIG. 7 I T E R A T I V E  P A R A L L E L  REALIZATION OF THE SERIAL 
DECODER OF FIG. 2 
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( 2 )  t h e  d e c o d i n g  o f  t h e  c o r r e c t o r ’ n u m b e r  i n t o  s e p a r a t e  s i g n a l  l i n e s ,  o n e  

f o r  t h e  c o r r e c t i o n  o f  e a c h  o f  t h e  n - k = m d a t a  d i g i t s , *  a n d  ( 3 )  t h e  

a c t u a l  c o r r e c t i o n  o f  t h e s e  d i g i t s ,  

T a k i n g  t h e s e  f a c t o r s  i n  r e v e r s e  o r d e r ,  we may o b s e r v e  t h a t  t h e  c o s t  

o f  ( 3 )  i s  f i x e d  a t  n t w o - i n p u t  e x c l u s i v e - O R - g a t e s ,  w i t h  no  i m m e d i a t e  

p o s s i b i l i t y  f o r  d i r e c t  s i m p l i f i c a t i o n .  The  c o s t  o f  ( 2 )  i s  t h e  c o s t  o f  

a k - i n p u t ,  m- -ou tpu t  d e c o d i n g  t r e e ;  t h i s  c o s t  i n c r e a s e s  w i t h  m a t  a 

s l i g h t l y  l e s s  t h a n  l i n e a r  r a t e .  

The  m a j o r  c o n t r i b u t i o n  t o  t h e  t o t a l  c o s t  o f  t h e  c o r r e c t o r  i s  t h e  

s e t  o f  k m u l t i - i n p u t  e x c l u s i v e - O R - g a t e s  f o r  ( 1 ) .  Wi th  mos t  known t y p e s  

o f  d i g i t a l  l o g i c  d e v i c e s ,  t h e  c o s t  o f  a p i n p u t  e x c l u s i v e - O H - g a t e  i n -  

c r e a s e s  w i t h  p much f a s t e r  t h a n  l i n e a r l y .  c o n s e q u e n t l y ,  w e  mus t  b e  

p r e p a r e d  t o  r e d u c e  t h e  number p of d i g i t  p o s i t i o n s  o v e r  wh ich  e a c h  o f  

t h e  k p a r i t y  c h e c k s  a r e  p e r f o r m e d ,  e v e n  i f  k mus t  b e  i n c r e a s e d  somewhat  

t o  d o  t h i s .  I n  terms of  t h e  p a r i t y  c h e c k  m a t r i x ,  t h e  c o n d i t i o n s  f o r  

t h i s  t y p e  o f  s i n g l e - e r r o r  c o r r e c t i o n  may b e  e x p r e s s e d  a s  f o l l o w s :  

( 1 )  Each  o f  t h e  k rows  h a s  no more  t h a n  a f i x e d  number 
p o f  1 ’ s .  

( 2 )  Each o f  t h e  n = m + k co lumns  i s  d i f f e r e n t ,  a n d  
c o n t a i n s  a t  l e a s t  one  1. 

( 3 )  m i s  maximum f o r  g i v e n  k a n d  po 

The co lumns  o f  s u c h  a m a t r i x  s h o u l d  t h e r e f o r e  b e  fo rmed  f rom a s e t  

o f  k - d i g i t  b i n a r y  n u m b e r s ,  e a c h  of wh ich  h a s  a minimum number o f  1 ’ s :  

t h e  k numbers  h a v i n g  a s i n g l e  1 ( t h e s e  b e i n g  mos t  l o g i c a l l y  a s s i g n e d  a s  

c h e c k  d i g i t s ,  i n  t h e  l a s t  k c o l u m n s ) ,  and  a s  many o f  t h e  ( i )  b i n a r y  

numbers  h a v i n g  two I ’ s ,  (”,, numbers  h a v i n g  t h r e e  I ’ s ,  e t c .  

a n d  a s  a r e  c o n s i s t e n t  w i t h  C o n d i t i o n  ( 1 ) .  S i n c e  t h e  f i r s t  rn co lumns  o f  

P c a n  c o n t a i n  n o  more t h a n  k(p - 1) 1 ’ s  i n  a l l ,  w i t h  a t  l e a s t  t w o  1 ’ s  

p e r  co lumn,  t h e  number o f  co lumns  f o r  d a t a  d i g i t s  i s  i m m e d i a t e l y  b o u n d e d b y  

as  a r e  n e e d e d  

~~ 

* 
We h a v e  a s s u m e d  t h r o u g h  t h i s  s e c t i o n  t h a t  o n l y  t h e  d a t a  d i g i t s  a r e  t o  b e  c o r r e c t e d .  I f  t h e  
e n t i r e  r e d u n d a n t  c o d e  word i s  t o  b e  r e u s e d ,  s o  t h a t  t h e  c h e c k  d i g i t s  n e e d  t o  b e  c o r r e c t e d  a s  
w e l l ,  t h e n  t h e  c o s t  o f  t h e  d e c o d e r  w i l l  i n c r e a s e  b y  a f r a c t i o n  v e r y  n e a r l y  e q u a l  t o  k / n  
a p p l i e d  t o  p o r t i o n s  ( 2 )  and ( 3 )  of t h e  d e c o d e r .  
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Vie w i l l  now show by c o n s t r u c t i o n  t h a t  t h i s  bound c a n  a c t u a l l y  b e  a c h i e v e d ,  

f o r  a l l  b u t  v e r y  s m a l l  v a l u e s  o f  m a n d  k ,  e x c e p t  f o r  t h e  f r a c t i o n a l  

r e m a i n d e r  '/z which  r e s u l t s  from t h e  d i v i s i o n  by 2 i n  c a s e  b o t h  k a n d  

p - 1 a r e  odd :  

( I 'he  b r a c k e t s  d e n o t e  t h e  i n t e g e r  p a r t  o f  t h e  q u a n t i t y  w i t h i n . )  

For  p = 3 ,  t h e n  rn 5 k ,  a n d  t h i s  bound i s  a c h i e v a b l e  p r o v i d e d  o n l y  

t h a t  a t  l e a s t  k d i f f e r e n t  c o l u m n s  w i t h  j u s t  two 1 ' s  c a n  b e  f o r m e d :  

i . e . ,  p r o v i d e d  k - > 3.  I n  f a c t ,  t h e  m a t r i x  whose f i r s t  k c o l u m n s  h a v e  1 ' s  

i n  Columns  j a n d  j + 1 (mod k )  and How j ( j  5 k )  w i l l  a l w a y s  b e  a d e q u a t e  

E . g . ,  f o r  k = 5 ,  w e  may u s e  t h e  p a r i t y  c h e c k  m a t r i x  

1 1 0 0 0 ~ 1 0 0 0 0  

0 1 1 0 0 : 0 1 0 0 0  

p =  0 0 1 1 0 : 0 0 1 0 0  

0 0 0 1 1 :  0 0 0 1 0  
1 ! 1 

T h u s ,  f o r  p = 3 a n d  k 2 3 ,  in = k i s  optimum 

For  a n y  v a l u e  o f  p 2 2 ,  t h e r e  e x i s t  k ( p  - 1 ) / 2  c o l u m n s  h a v i n g  two 

1 ' s  e a c h  wheneve r  

o r  k - > p, a n d  t h e  bound i s  a c h i e v a b l e .  For  e x a m p l e ,  f o r  p = 4 a n d  k = 5 ,  
t h e n  in = 7 :  
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0 1 1 0 0 0 0  : 1 0 0 0 0  

1 0 0 1 1 0 0 : 0 1 0 0 0  1 r 
P =  1 1 0 0 0 0 1 1 : 0 0 1 0 0  

0 1 0 1 0 1 0 : 0 0 0 1 0  

0 0 1 0 1 0 1 : 0 0 0 0 1  L 
and f o r  p = 5 a n d  k = 5 .  t h e n  m = 10: 

P =  

1 1 1 1 0 0 0 0 0 0 ~ 1 0 0 0 0  

1 0 0 0 1 1 1 0 0 0 ~  0 1 0 0 0  

0 1 0 0 1 0 0 1 1 0 ~  0 0 1 0 0  

0 0 0 1 0 0 1 0 1 1 ~  0 0 0 0 1  

0 0 1 0 0 1 0 1 0 1 ~  1 0 0 0 1 0  1 .  
Xote  t h a t  when k and ,u - 1 a r e  b o t h  o d d ,  o n e  row a t  P n e e d  h a v e  o n l y  

p - 1 1 ’ s .  

We may now i n v e r t  t h i s  e x p r e s s i o n  t o  o b t a i n  t h e  r e q u i r e d  number k 
o f  r e d u n d a n t  d i g i t s  i n  terms o f  m ,  a s  f o l l o w s :  

p = 3  : k = m f o r  m - 3 

( Y a t r i c e s  w i t h  more t h a n  t w o  1 ’ s  p e r  co lumn may b e  fo rmed  t o  c o v e r  v a l u e s  

o f  m be low t h e s e  l i m i t s ,  b u t  t h e s e  c a s e s  a r e  p r o b a b l y  n o t  o f  p a r t i c u l a r  

i n t e r e s t . )  For  l a r g e r  v a l u e s  o f  p, t h e  bound may be s i m i l a r l y  a c h i e v e d :  

The e n t i r e  d e c o d e r  now r e q u i r e s : *  

* 
It  is b a r e l y  p o s s i b l e  t h a t  a l e s s  c o s t l y  decoder c o u l d  be a c h i e v e d  by combining t h e  t h r e e  p o r t i o n s .  
f 3 r  a few d e g e n e r a t e  c a s e s  ( such  a s  m = 1, k = 2 ) ,  no economies a p p e a r  t o  r e s u l t  from s u c h  merging,  a s i d e  
from some small s a v i n g s  sometimes p o s s i b l e  by decomposing t h e  bank of p - i n p u t  e x c l u s i v e  -OR-gates i n t o  two 
o r  more l e v e l s  of g a t e s  w i t h  fewer  i n p u t s ,  bu t  w i th  some s h a r i n g  i n  t h e  e a r l i e s t  l e v e l s .  

Except  
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k p - i n p u t  e x c l u s i v e - O R - g a t e s ,  f o r  d e t e r m i n a t i o n  o f  t h e  
c o r r e c t o r  number 

m 2 - i n p u t  AND-gates ,  f o r  d e c o d i n g  t h e  c o r r e c t o r  number ,  
and  

m 2 - i n p u t  e x c l u s i v e - O H - g a t e s ,  f o r  t h e  f i n a l  c o r r e c t i o n .  

The p o r t i o n  o f  t h e  c i r c u i t  which  g e n e r a t e s  e a c h  c o r r e c t e d  o u t p u t  d i g i t  

i s  i l l u s t r a t e d  i n  F i g .  8 .  On a p e r - d a t a - d i g i t  b a s i s ,  t h e  f i r s t  c o n t r i -  

b u t i o n  i s  t h e  o n l y  v a r i a b l e  p a r t .  :{ere,  k = 2 m / ( , u  - 1 ) .  T h u s ,  i f  t h e  

c o s t  o f  a p - i n p u t  e x c l u s i v e - O H  g a t e  i n c r e a s e s  w i t h  p a c c o r d i n g  t o  a 

l i n e a r  p r o p o r t i o n ,  

P - 1  c o s t  - - 
2 

t h e n  a l l  v a l u e s  o f  p a r e  e q u a l l y  p r e f e r a b l e  f o r  t h e  d e c o d e r  i t s e l f .  A 
l o w e r  r a t e  o f  i n c r e a s e  would f a v o r  a h i g h e r  v a l u e  o f  p, w h i l e  a h i g h e r  

r a t e  o f  i n c r e a s e  f a v o r s  a l o w e r  v a l u e  of  p. The l a t t e r  a l t e r n a t i v e  i s  

p r o b a b l y  more r e a l i s t i c ,  s o  t h a t  t h e  c h o i c e  i s  r e a l l y  b e t w e e n :  

p = 2:  two 2 - i n p u t  e x c l u s i v e - O R - g a t e s  p e r  d a t a  d i g i t  o r  

p = 3: o n e  3 - i n p u t  e x c l u s i v e - O R - g a t e  p e r  d a t a  d i g i t  o r  

p = 4: a b o u t  t w o - t h i r d s  of  a 4 - i n p u t  e x c l u s i v e - O R - g a t e  
p e r  d a t a  d i g i t  

f o r  t h e  o n l y  p a r t  o f  t h e  d e c o d e r  whose c o m p l e x i t y  d e p e n d s  on t h e  v a l u e o f p .  

The c i r c u i t  o f  F i g .  9 d i s p l a y s  t h e  d e c o d e r  f o r  t h e  example  o f  P g i v e n  

a b o v e  f o r  p = 3 ,  k = 5 ,  m = 5. 

l_l+ - 
k p- INPUT rn AND m OUTPUT 

GATES GATES GATES 
RA-3196-35 

FIG. 8 A ONE-DIGIT PORTION OF A P A R A L L E L  
DECODER FOR A SINGLE-ERROR- CORRECTING, 
LOW-DENSITY, PARITY-CHECK CODE 
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n 

U 
R4-3196-36 

FIG. 9 DECODER FOR A LOW-DENSITY 
SINGLE-ERROR-CORRECTING 
PARITY-CHECK CODE, 
p = 3 , m  = 5 , k  = 5 

B .  HAMMING DECODER 

The c h o i c e  o f  t h e  optimum v a l u e  o f  p, h e n c e  k ,  a l s o  d e p e n d s  upon t h e  

amount o f  r e g i s t e r ,  memory, and o t h e r  “ c h a n n e l ”  e q u i p m e n t  whose s i z e  w i l l  

be  i n c r e a s e d  a s  k i s  i n c r e a s e d .  A s  t h e  amount o f  t h i s  e q u i p m e n t  becomes  

l a r g e  i n  p r o p o r t i o n  t o  t h e  c o s t  of t h e  e n c o d e r  and  d e c o d e r ,  

v a l u e  o f  p w i l l  t e n d  t o  i n c r e a s e ,  u p  t o  t h e  l i m i t  s e t  by t h e  Hamming 

s i n g l e - e r r o r - c o r r e c t i n g  c o d e s  i n t r o d u c e d  e a r l i e r  f o r  s e r i a l  s i n g l e - e r r o r  

c o r r e c t i o n .  The Hamming c o d e s  r e q u i r e  a numJer  k o f  c h e c k  d i g i t s  s u c h  t h a t  

t h e  optimum 

rn < 2 k  - k - 1 - 

o r ,  i n v e r t e d ,  

The  !jamming d e c o d e r  d i f f e r s  from t h e  d e c o d e r  f o r  t h e  l o w - d e n s i t y  

c o d e s ,  however .  For t h e  l o s s l e s s  c a s e ,  w h e r e  t h e  maximum number o f  d a t a  

d i g i t s  a r e  u s e d  f o r  a f i x e d  number o f  c h e c k  d i g i t s ,  t h e n  
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and  e a c h  p a r i t y  c h e c k  e x t e n d s  o v e r  a b o u t  h a l f  o f  t h e  c o l u m n s :  p = 2 k - 1  

The d e c o d i n g  t r e e ,  t h e  s e c o n d  p o r t i o n  o f  t h e  d e c o d e r ,  i s  a n  a l m o s t  com- 

p l e t e  one.15 I t  may c o n s i s t  o f  e i t h e r  m k - i n p u t  AND-ga te s ,  

( k  f 1 )  2 - i n p u t  r i W - g a t e s ,  a c c o r d i n g  t o  a we l l -known s t r u c t u r e , *  where  
o r  p ( n )  - 

= P([f]) + .(. - [;I) + 2 ”  

and  

p ( 2 )  = 4 , p ( 1 )  = 0 

A s  t h e  v a l u e  o f  m i s  r e d u c e d  be low 2 k  - 1 - k ,  t h o s e  co lumns  o f  P 
h a v i n g  t h e  l a r g e s t  number o f  1 ’ s  may b e  d e l e t e d  f i r s t ,  t o  m i n i m i z e  t h e  

number  o f  2 ‘ s  p e r  row i n  t h e  r e m a i n i n g  p o r t i o n  o f  t h e  m a t r i x .  T a b l e  I 
l i s t s  f o r  e a c h  v a l u e  o f  m u p  t o  25  t h e  l a r g e s t  number pa o f  1 ’ s  p e r  row 

i n  P ,  
t r e e ,  which  i s  now much l e s s  t h a n  c o m p l e t e  and  i s  t h e r e f o r e  somewhat l e s s  

c o s t l y .  The c o m p l e t e  c o s t  o f  t h e  :lamming d e c o d e r  i s  t h e r e f o r e  a b o u t  

and  t h e  number p a  o f  2 - i n p u t  A J D - g a t e s  r e q u i r e d  f o r  t h e  d e c o d i n g  

- k p a - i n p u t  e x c l u s i v e - O H - g a t e s  

pa 2 - i n p u t  ANO-gates  

- m 2 - i n p u t  e x c l u s i v e - O R - g a t e s .  

‘I’he r e l a t i v e l y  l a r g e  c o s t  o f  t h i s  d e c o d e r  

c l e a r l y  f a v o r s  t h e  l o w - d e n s i t y  c o d e s ,  u n l e s s  

t h e  d a t a  s t o r a g e  l o c a t i o n s  and  d a t a  p a t h s  d i c -  

t a t e  t h e  u s e  o f  a s m a l l  o r  min ima l  number k o f  

c h e c k  d i g i t s .  

T a b l e  I 

PARAMETERS OF COMPLEXITY OF 
PARALLEL ENCODERS AND 

DECODERS FOR THil: 
HAMMING CODE 

I %I Pa 

c .  ENCODEKS 

The  e n c o d e r  f o r  a l o w - d e n s i t y  c o d e  o f  

w e i g h t  p c o n s i s t s  o f  j u s t  k ( p  - 1 ) - i n p u t  

e x c l u s i v e - O R - g a t e s ,  o n e  g a t e  c o r r e s p o n d i n g  t o  

e a c h  row o f  t h e  p a r i t y  c h e c k  m a t r i x ,  C l e a r l y ,  

n o  r e d u c t i o n  i n  t h i s  t o t a l  number o f  g a t e s  i s  

p o s s i b l e .  X o t e  t h a t  when p = 2 ,  t h e s e  g a t e s  

r e d u c e  t o  d i r e c t  c o n n e c t i o n s .  The c o s t  o f  a n  

e n c o d e r  f o r  a ‘lamming c o d e  i s  t h e  same ,  w i t h  

* 

2 3  3 3 
3 3  3 5 
4 3  4 7 
5 4  4 1 1  
6 4  4 1 4  
7 4  5 1 5  
8 4  6 1 6  
9 4  7 1 7  

1 0  4 7 1 8  
11 4 8 19 
1 2  5 7 27 
13 5 7 28 

1 4  5 8 29 
1 5  5 8 30 

16 5 9 31 
17 5 1 0  32 
1 8  5 10 33 
19 5 11 34 
20 5 11 36 
21 5 1 2  37 
22 5 1 3  38 
23 5 14 39 
24 5 15 40 
25 5 15 41 

The number (kt 1 )  is  s u b t r a c t e d  for t h e  unneeded c h e c k  d i g i t  c o r r e c t o r s  and for t h e  “ n o - e r r o r ”  c o n d i t i o n .  
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p r e p l a c e d  by po t  whose v a l u e  i s  g i v e n  i n  T a b l e  I .  
t h e  e n c o d e r  t h e r e f o r e  v a r i e s  n e a r l y  i n  p r o p o r t i o n  t o  t h a t  o f  t h e  d e c o d e r ,  

s o  t h a t  t h e  c o s t  o f  t h e  l a t t e r  may be t a k e n  a s  an i n d i c a t i o n  o f  t h e  

c o m p l e x i t y  o f  b o t h .  

The  c o m p l e x i t y  o f  

D .  ERROR DETECTION 

For  s i n g l e - e r r o r  d e t e c t i o n  i n s t e a d  o f  s i n g l e - e r r o r  c o r r e c t i o n ,  a 

s i n g l e  p a r i t y  c h e c k  o v e r  a l l  d i g i t s  g i v e s  t h e  l e a s t  r e d u n d a n c y ,  and  

r e q u i r e s  a n  m - i n p u t  and  an  rn + 1 - i n p u t  e x c l u s i v e - O R - g a t e  f o r  t h e  e n c o d e r  

and  d e c o d e r ,  r e s p e c t i v e l y .  

L o w - d e n s i t y  c o d e s  o f f e r  t h e  p o s s i b i l i t y  o f  a p p l y i n g  k p a r i t y  c h e c k s  

o v e r  j u s t  ,u d i g i t s  a t  a t i m e .  Each o f  t h e  c h e c k s  c o v e r s  up  t o  ,LL - 1 o f  

t h e  d a t a  d i g i t s ,  t h e r e f o r e ,  s o  t h a t  t h e  v a l u e  o f  k r e q u i r e d  i s  r o u g h l y  

m/(p- 1 ) .  Yore  p r e c i s e l y ,  s i n c e  t h e  d i v i s i o n  may n o t  come o u t  e v e n ,  

k = I t -  [;: :] * 

The d e c o d e r  t h e n  c o n s i s t s  o f  k p - i n p u t  e x c l u s i v e - O R - g a t e s  f e e d i n g  a 

s i n g l e  k - i n p u t  OR-ga te  which  p r o v i d e s  t h e  e r ro r  o u t p u t  e .  The  e n c o d e r  

c o n s i s t s  o f  k ( p - - ) - i n p u t  e x c l u s i v e - O R - g a t e s ,  a s  b e f o r e .  

E .  THRESHOLD ELEMENTS 

I f  t h e  e n c o d e r  and  d e c o d e r  a r e  t o  b e  c o n s t r u c t e d  f rom t h r e s h o l d  

e l e m e n t s  r a t h e r  t h a n  AND-gates and O R - g a t e s ,  an  u p p e r  bound t o  t h e  c o s t  

c a n  b e  o b t a i n e d  by a d i r e c t  c o n v e r s i o n  o f  t h e  g a t e  c i r c u i t s  d e r i v e d  a b o v e .  

A p - i n p u t  e x c l u s i v e - O R  g a t e  c a n  be r e p l a c e d  by 1 + [ l o g 2  p] t h r e s h o l d  

elernents .16 

p l a c e d  by j u s t  two t h r e s h o l d  e l e m e n t s .  T h u s ,  f o r  s i n g l e - e r r o r  c o r r e c t i o n  

u s i n g  t h e  !lamming c o d e ,  t h e  e n c o d e r  h a s  a c o s t  

An AND-gate d r i v i n g  a 2 - i n p u t  e x c l u s i v e - O R - g a t e  c a n  b e  r e -  

a n d  t h e  d e c o d e r  h a s  a c o s t  
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For t h e  l o s s l e s s  c a s e ,  where  ,u0 = 2k-1 , t h e s e  bounds  become 

and  

< k 2 - k  - 

< 2rn t k 2  = 2 k + 1  t k 2  - 2 k  t 2 
r d  - 

r e s p e c t i v e l y .  Fo r  e x a m p l e ,  f o r  m = 4 ,  t h e n  k = 3 ,  a n d  no more t h a n  1 7  

e l e m e n t s  a r e  r e q u i r e d  f o r  t h e  d e c o d e r .  A d e c o d i n g  n e t w o r k  u t i l i z i n g  

1 6  e l e m e n t s *  i s  shown i n  F i g .  

m a j o r i t y  g a t e  ( 7  = 1) w i l l  s u f f i c e .  

1 0 .  F o r  rn = 1 ,  t h e n  k = 2 ,  and a s i n g l e  

0 '  
2 

O 3  

ob  1 
'a 4 

Ra-3196-37 

FIG. 10 P A R A L L E L  DECODER FOR 7-DIGIT HAMMING CODE 
USING THRESHOLD ELEMENTS 

For l o w - d e n s i t y  c o d e s ,  t h e  s a m e  c o n v e r s i o n  o f  g a t e s  g i v e s  c o s t s  

rd 5 4rn and r e  5 3 m ,  
m a j o r i t y  g a t e s  a r e  a d e q u a t e  f o r  t h e  d e c o d e r ,  and  no g a t e s  f o r  t h e  e n c o d e r  

( T ~  = 0 ) .  T h e s e  l a t t e r  v a l u e s  a r e  o b v i o u s l y  m i n i m a l .  

f o r  ,LL = 3 and ,LL = 4. For ,LL = 2 ?  rd = m s i m p l e  

For s i n g l e - e r r o r  d e t e c t i o n  t h e  c o n v e r s i o n  g i v e s  re = 1 + [ log ,  m] 

and  rd  = 1 t [ l o g ,  ( r n  t l ) ] .  

* 
A n o t h e r  c i r c u i t  r e q u i r i n g  o n l y  1 5  e l e m e n t s  h a s  r e c e n t l y  b e e n  f o u n d .  
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F .  BRANCH-TYPE ELEMENTS 

I f  p a r a l l e l  e r r o r  c o r r e c t i o n  i s  t o  b e  a c c o m p l i s h e d  w i t h  b r a n c h - t y p e  

e l e m e n t s  ( s u c h  a s  s w i t c h  c o n t a c t s )  i n s t e a d  o f  g a t e - t y p e  e l e m e n t s ,  c i r c u i t s  

b a s e d  on e i t h e r  t h e  low d e n s i t y  o r  t h e  Hamming c o d e s  may b e  u s e d .  P a r a l l e l  

s i n g l e - e r r o r - c o r r e c t i n g  e n c o d e r s  and d e c o d e r s  for t h e  l o w - d e n s i t y  c o d e s  

a r e  shown i n  F i g .  l l ( a ) ,  ( b ) ,  and  ( c ) ,  f o r  t h e  c a s e s  p = 2 ,  p = 3 ,  and  

p = 4, r e s p e c t i v e l y .  I n  e a c h  c a s e ,  t h e  e n c o d e r  c o n s i s t s  o f  k c i r c u i t s  

l i k e  t h e  one  shown, and  t h e  d e c o d e r  c o n s i s t s  o f  rn c i r c u i t s  l i k e  t h e  o n e  

shown. The d i g i t s  o f  t h e  e n c o d e d  word a r e  d e s i g n a t e d  ( a l ,  a,, . . .  
b , ,  b , ,  . . .  b k ) ,  and  t h e  c o r r e c t e d  word ( a i ,  a ; ,  . . .  a i ) -  The l a b e l i n g  

of  e l e m e n t s  c o r r e s p o n d s  t o  t h e  l o c a t i o n  o f  2 ' s  i n  t h e  p a r i t y  c h e c k  m a t r i x  P .  

a n ,  

ENCODER DECODER 
RA-3196-30 

FIG. 11 P A R A L L E L  SINGLE-ERROR-CORRECTING ENCODERS AND 
DECODERS FOR THE LOW-DENSITY CODES FOR ( 0 )  p = 2, 
(b) p = 3, AND ( c )  ,U = 4, USING BRANCH-TYPE ELEMENTS 
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The t o t a l  numbers  c d  and c e  o f  b r a n c h - t y p e  e l e m e n t s  r e q u i r e d  f o r  

t h e  d e c o d e r  a n d  e n c o d e r ,  r e s p e c t i v e l y ,  a r e  s e e n  t o  b e  a s  f o l l o w s :  

m 
1 6  

p = 4 : c d  = 26m and c e  = - 
3 

p = 5 : c d  = 53m a n d  c e  I 6m 

The l a s t  v a l u e s  a r e  o b t a i n e d  by a d i r e c t  e x t e n s i o n  o f  t h i s  c i r c u i t  f o r m .  

T h e s e  c i r c u i t s  a r e  n o t  known t o  be m i n i m a l .  

Hamming-code e n c o d e r  a n d  d e c o d e r  c i r c u i t s  f o r  n = 3 a n d  n = 7 a r e  

shown i n  F i g -  1 2 ( a )  and  ( b ) .  The  e n c o d e r s  c o s t  0 and  2 4  e l e m e n t s ,  a n d  

t h e  d e c o d e r s  c o s t  5 and  1 2 8  e l e m e n t s ,  f o r  n = 3 and n = 7 , r e s p e c t i v e l y .  

'---Ebl b2 

FIG. 12 ENCODER AND DECODER CIRCUITS FOR T H E  HAMMING CODES FOR ( a )  n 3 AND (b) n = 7, 
USING BRANCH-TYPE ELEMENTS 
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For d e t e c t i o n  o n l y ,  a s i m p l e  p a r i t y  c h e c k  n e e d s  o n l y  4m - 4 a n d  

4m e l e m e n t s  i n  t h e  encoder  and  d e c o d e r ,  r e s p e c t i v e l y .  T h e s e  v a l u e s  c a n  

b e  e x t e n d e d  d i r e c t l y  t o  t h e  l o w - d e n s i t y  e r r o r - d e t e c t i n g  c o d e s ,  f rom t h e  

k n o w l e d g e  t h a t  an  r - d i g i t  p a r i t y  c i r c u i t  r e q u i r e s  41- - 4 b r a n c h - t y p e  

e l e m e n t s  
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I V  ASYMMETRIC D I G I T  ERRORS 

By a n a l o g y  w i t h  f a u l t - c h e c k e d  s w i t c h i n g  c i r c u i t s ,  i t  may b e  p o s s i b l e  

t o  r e d u c e  t h e  r e q u i r e d  amount o f  r e d u n d a n t  c i r c u i t r y  i f  i t  c a n  b e  assumed 

t h a t  a l l  e r r o r s  a r e  d u e  o n l y  t o  t h e  l o s s  o f  l ’ s - i - e u ,  t o  j u s t  1 -, 0 
e r r o r s ,  r a t h e r  t h a n  t o  b o t h  0 + 1 and 1 -+ 0 e r r o r s .  Codes  f o r  t h i s  p u r -  

p o s e  a r e  c a l l e d  l - e r r o r  c o r r e c t i n g  c o d e s ,  and  a r e  s a i d  t o  b e  a d a p t e d  t o  

t h e  b i n a r y  a s y m m e t r i c  channe l .18  

p resumed  d i s s y m m e t r y i n  t h e  n a t u r e  o f  f a u l t s  i n  c e r t a i n  t y p e s  o f  d e v i c e s  

s u c h  a s  m a g n e t i c  c o r e s ,  d i o d e s ,  some t r a n s i s t o r  t y p e s ,  e t c .  

P r e s e n t  i n t e r e s t  i n  them stems f r o m  a 

U n f o r t u n a t e l y ,  o n l y  a few c o d e  f a m i l i e s  o f  t h i s  t y p e  a r e  known, and 

mos t  o f  t h e s e  c o d e s  a r e  e i t h e r  n o  more e f f i c i e n t  t h a n  t h e i r  s y m m e t r i c  

c o u n t e r p a r t s ,  o r  r e q u i r e  e x c e s s i v e  d e c o d i n g  c i r c u i t r y ,  o r  b o t h .  C’e w i l l  

s u r v e y  b r i e f l y  t h o s e  1 - e r r o r  c o r r e c t i n g  c o d e s  which may h a v e  some p r a c -  

t i c a l  a d v a n t a g e s ,  a n d  e v a l u a t e  t h e  e n c o d i n g  and  d e c o d i n g  c i r c u i t r y  f o r  e a c h .  

A .  USE OF SYMMETRIC-CHANNEL CODES 

I t  s h o u l d  f i r s t  b e  p o i n t e d  o u t  t h a t  any  o f  t h e  c o d e s  d e s c r i b e d  a b o v e  

f o r  s e r i a l  o r  p a r a l l e l  e r r o r  c o r r e c t i o n  o r  d e t e c t i o n  may b e  u s e d  f o r  

1 - e r r o r  c o r r e c t i o n  o r  d e t e c t i o n .  I n  t h e  c a s e  o f  I - e r r o r  c o r r e c t i o n ,  a 

s m a l l  s a v i n g  i n  t h e  c o s t  o f  t h e  d e c o d e r  i s  p o s s i b l e  b e c a u s e  o f  t h e  s i m p l e  

t y p e  o f  c o r r e c t i o n  t h a t  n e e d  b e  made: o n e  o r  more e r r o n e o u s  0 ’ s  s h o u l d  

b e  c h a n g e d  back  t o  1 ’ s .  ‘ i i i th  g a t e - t y p e  e l e m e n t s ,  t h e  o u t p u t  e x c l u s i v e -  

O R - g a t e ( s )  may t h e r e f o r e  b e  r e p l a c e d  by i n c l u s i v e - O R - g a t e ( s ) .  

I n  p a r a l l e l ,  b r a n c h - t y p e ,  s i n g l e - I - e r r o r  c o r r e c t o r s ,  some s a v i n g  i s  

u s u a l l y  p o s s i b l e ,  a s  f o l l o w s :  

Hamming c o d e ,  n = 3: s t i l l  5 e l e m e n t s  

Hamming c o d e ,  n = 7 :  7 0  i n s t e a d  o f  1 2 8  e l e m e n t s  

L o w - d e n s i t y  c o d e s ,  p = 2 :  s t i l l  5 m  e l e m e n t s  

p = 3 :  9 m  i n s t e a d  o f  l l m  e l e m e n t s  

,u = 4: 2 5 m  i n s t e a d  o f  26m e l e m e n t s  

p = 5 :  S 9 m  i n s t e a d  o f  5 3 m  e l e m e n t s ,  
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::‘ith t h r e s h o l d  e l e m e n t s ,  t h e  p a r a l l e l  d e c o d e r s  d e r i v e d  p r e v i o u s l y  now 

r e q u i r e  o n e  less element p e r  o u t p u t  f o r  b o t h  t h e  l o w - d e n s i t y  c o d e s  and 

t h e  Hamming c o d e .  

B.  DUPLICATION 

I n  t h e  a s y m m e t r i c  c a s e ,  d u p l i c a t i o n  r a t h e r  t h a n  t r i p l i c a t i o n  o f  

i n d i v i d u a l  d i g i t s  o f  t h e  d a t a  word i s  a d e q u a t e  f o r  s i n g l e  I - e r r o r  c o r -  

r e c t i o n ,  s i n c e  a p a i r  o f  d i s a g r e e i n g  d i g i t s  c o u l d  h a v e  a r i s e n  o n l y  f r o m  

two l ’ s ,  n o t  two 0 ’ s .  T h u s ,  k = m c h e c k  d i g i t s  w i l l  a l l o w  a l l  s i n g l e  

( a n d  many m u l t i p l e )  I - e r r o r s  t o  be  c o r r e c t e d .  I n  t h e  p a r a l l e l  c a s e  t h e  

e n c o d e r  i s  now t r i v i a l ,  and t h e  d e c o d e r  c o n s i s t s  o f  o n l y  k 2 - i n p u t  

i n c l u s i v e - O R - g a t e s  ( o r  two s e r i e s  b r a n c h - t y p e  e l e m e n t s  p e r  o u t p u t ,  o r  

o n e  t h r e s h o l d  e l e m e n t  p e r  o u t p u t ) .  I n  t h e  s e r i a l  c a s e ,  a n  m - d i g i t  o r  

a I - d i g i t  d e l a y  i s  r e q u i r e d  f o r  t h e  e n c o d e r  and d e c o d e r ,  d e p e n d i n g  o n  

w h e t h e r  t h e  s e t  o f  r e d u n d a n t  d i g i t s  f o l l o w s  t h e  d a t a  d i g i t s  a s  a b l o c k  

o r  w h e t h e r  t h e  r e d u n d a n t  d i g i t s  a r e  i n t e r s p e r s e d  i n d i v i d u a l l y .  T h e  r e s t  

o f  t h e  s e r i a l  d e c o d e r  c o n s i s t s  o f  a s i n g l e  2 - i n p u t  i n c l u s i v e - O R - g a t e  f o r  

t h e  f i n a l  c o r r e c t i o n .  

C. BERGER CODES 

Any number o f  I - e r r o r s  may be d e t e c t e d  i n  a c o d e  whose in d a t a  d i g i t s  

a r e  augmen ted  w i t h  k = 1 + [ logzm]  c h e c k  d i g i t s ,  t h e  l a t t e r  s e l e c t e d  t o  

b e  t h e  b i n a r y  r e p r e s e n t a t i o n  o f  t h e  number o f  0 ’ s  i n  t h e  b l o c k  o f  d a t a  

d i g i t s .  T h i s  c o d e  s u g g e s t e d  by b e r g e r l ’ w i l l  a l s o  d e t e c t  any  number o f  

0 - e r r o r s ,  p r o v i d e d  I - e r r o r s  and  0 - e r r o r s  a r e  n e v e r  mixed  i n  t h e  same b l o c k  

o f  d i g i t s .  T h i s  c o d e  h a s  been  shown t o  r e q u i r e  t h e  l e a s t  r e d u n d a n c y  o f  

any  a l l - 0 - e r r o r  o r  a l l - 1 - e r r o r - d e t e c t i n g  s e p a r a b l e  c o d e s ; ”  t h a t  i s ,  t h o s e  

c o d e s  f o r  which  t h e  c h e c k  d i g i t s  may b e  s p e c i f i c a l l y  s e p a r a t e d  f r o m  t h e  

d a t a  d i g i t s .  I t s  e r r o r - d e t e c t i n g  a b i l i t y  r e s t s  on t h e  f a c t  t h a t  a b i -  

n a r y  number r e p r e s e n t a t i o n  i s  a weighted-digit r e p r e s e n t a t i o n ,  s o  t h a t  

any  l o s s  o f  1 ’ s  i n  t h e  c h e c k - d i g i t  p o r t i o n  o f  t h e  encoded  word r e d u c e s  

t h e  b i n a r y  number s o  r e p r e s e n t e d .  L o s s  o f  1 ’ s  i n  t h e  d a t a - d i g i t  p o r t i o n  

i n c r e a s e s  t h e  number o f  0 ’ s .  Thus ,  e i t h e r  t y p e  o f  e r r o r  c r e a t e s  a 

c h e c k i n g  d i s c r e p a n c y  i n  t h e  same d i r e c t i o n :  c h e c k  number < number o f  0 ’ s  

i n  d a t a  d i g i t s .  S i m i l a r l y ,  any  one o r  more 0 - e r r o r s  w i l l  c r e a t e  a d i s -  

c r e p a n c y  i n  t h e  o p p o s i t e  d i r e c t i o n .  T h u s ,  n o  c o m b i n a t i o n  o f  1 - e r r o r s  o r  

c o m b i n a t i o n  o f  0 - e r r o r s  c a n  o c c u r  which  w i l l  a l l o w  t h e  c h e c k  t o  r e m a i n  

s a t  i s  f i e d .  
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I 

The s e r i a l  e n c o d e r  and 

d e c o d e r  shown i n  F i g .  1 3 ( a )  

and ( b ) ,  r e s p e c t i v e l y ,  a r e  

f a i r l y  o b v i o u s  r e a l i z a t i o n s  

o f  t h e  c o u n t i n g  o p e r a t i o n ,  

r e q u i r i n g  i n  e a c h  c a s e  a s e t  

o f  k f l i p - f l o p s  which  c a n  

b o t h  o p e r a t e  a s  a b i n a r y  

c o u n t e r  f o r  t h e  f i r s t  rn d i g -  

i t s ,  and t h e n  b e  s h i f t e d  o u t  

A 2  (Shift) 
Uncoded Encoded 

OR 

(a  1 

s e r i a l l y  f o r  t h e  n e x t  k d i g -  71 
i t s .  The g a t e - t y p e  p a r a l l e l  

v e r s i o n s  a r e  a p p a r e n t l y  b e s t  _ _  * I - g e n e r a t e d  a s  k - c e l l  i t e r a t i v e  Unchecked 

e q u i v a l e n t s .  B r a n c h -  t y p e  ( b )  01-31 96- 40 

D a r a l l e l  n e t w o r k s  a r e  most  
FIG. 13 SERIAL ENCODER ( a )  AND DECODER (b) FOR n a t u r a l l y  r e a l i z e d  a s  r e d u c e d  

r n - v a r i a b l e  s y m m e t r i c - f u n c t i o n  
BER GER A L L -  1 - ER RO R-D E T  E C T l  NG CO DE 

ne tworks . ' '  The  number c o f  

e l e m e n t s  r e q u i r e d  f o r  t h e  e n c o d e r  i s  shown a s  a f u n c t i o n  o f  m i n  T a b l e  1 1 ,  
and a n  example  o f  an e n c o d e r  f o r  rn = 5 ,  k = 3 ,  i s  shown i n  F i g .  14.  The 

d e c o d e r  n e t w o r k  c o s t s  a b o u t  10% more t h a n  t h e  e n c o d e r ,  and h a s  a n  a l m o s t  

i d  en  t i c a l  s t r u c t  u r  e .  

D .  NON- S E P A R A B L E  CODES T a b l e  I1 

F F Q U I F E D  PEDUNDANCY AND 
COST OF PAFALLEL ENCODER A few c o d e s  f o r  t h e  a s y m m e t r i c  c h a n n e l  

FOR EERGER CODE U S I N G  a r e  a v a i l a b l e  which  a r e  n o n - s e p a r a b l e - t h a t  
BRANCH-TYPE ELEMENTS 

i s ,  t h e  c o d e s  do n o t  a l l o w  a s e p a r a t i o n  o f  

t h e  d i g i t s  i n t o  d a t a  d i g i t s  a n d  c h e c k  d i g i t s .  

I n  g e n e r a l ,  t h e s e  c o d e s  d o  n o t  e v e n  p r o v i d e  

f o r  a number o f  d a t a - d i g i t  c o d e  c o m b i n a t i o n s  

e q u a l  t o  a power of  two.  T y p i c a l  of  s u c h  

c o d e s  i s  t h e  f a m i l y  o f  f z x e d - w e i g h t  c o d e s .  

I n  t h e  most  e f f i c i e n t  c a s e  f o r  a l l - l - e r r o r -  

d e t e c t i o n ,  e v e r y  v a l i d  c o d e  c o m b i n a t i o n  

c o n t a i n s  j u s t  [n /2 ]  l ' s ,  T h e  d e c o d e r  i s  

t h e n  e x p e c t e d  t o  v e r i f y  t h a t  a r e c e i v e d  
code  word i s  o n e  o f  t h e  words  h a v i n g  
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j u s t  t h i s  number o f  1 ’ s .  A s i m p l e  c o u n t e r  ( p a r a l l e l  o r  s e r i a l )  i s  

a d e q u a t e .  T h e s e  c o d e s  a r e  somet imes  u s e d  i n  c o n j u n c t i o n  w i t h  memor ies  

t o  p r o v i d e  more r e l i a b l e  o p e r a t i o n  o f  t h e  a c c e s s  c i r c u i t r y ,  b u t  t h e i r  

u s e  f o r  d a t a  p u r p o s e s  i s  n o r m a l l y  e x c l u d e d  b e c a u s e  o f  t h e i r  n o n - s e p a r a b l e  

p r o p e r t y .  A l s o ,  t h e  l o g i c a l  c i r c u i t r y  r e q u i r e d  f o r  c o n v e r s i o n  b e t w e e n  

f i x e d - w e i g h t  c o d e s  a n d  more  s t a n d a r d  c o d e s  i s  q u i t e  complex .  

A few e f f i c i e n t  s i n g l e  I - e r r o r  c o r r e c t i n g  c o d e s  a r e  known,  b u t  

t h e s e  a r e  a l s o  n o n - s e p a r a b l e . 1 9  

RA-1196-41 

FIG. 14 ENCODER FOR BERGER ALL-1-ERROR 
DETECTING CODE USING BRANCH-TYPE 
EL  EM EN TS 
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V CODES FOR ARITHMETIC OPERATIONS 

A f a m i l y  o f  s i m p l e  c o d e s  d e v e l o p e d  by Brown f i n d s a  n a t u r a l  a p p l i c a t i o n  

i n  t h e  d e t e c t i o n  and  c o r r e c t i o n  of  s i n g l e  e r r o r s  i n  d a t a  words  s u b j e c t  t o  

p r o c e s s i n g  t h r o u g h  an  a r i t h m e t i c  u n i t . 6  As was t h e  c a s e  w i t h  t h e  s e r i a l  

u s e  o f  s i n g l e - e r r o r  cod.es i n  a p r e v i o u s  s e c t i o n ,  B r o w n ’ s  c o d e s  a r e  most  

a p p r o p r i a t e  f o r  c h e c k i n g  e r r o r s  which o c c u r r e d  d u r i n g  p a r a l l e l  r a t h e r  t h a n  

s e r i a l  t r a n s f e r  and  p r o c e s s i n g  o f  d a t a .  (The  e n c o d i n g  and  d e c o d i n g  may 

b e  d o n e  e i t h e r  s e r i a l l y  o r  i n  p a r a l l e l ,  h o w e v e r . )  They a r e  c a p a b l e  o f  

d e t e c t i n g  o r  c o r r e c t i n g  any  s i n g l e - d i g i t  e r r o r  o r i g i n a t i n g  i n  t h e  t r a n s -  

f e r  o r  s t o r a g e  o f  e i t h e r  o p e r a n d ,  o r  o f  t h e  sum ( o r  d i f f e r e n c e ) ,  o r  i n  

any  s i n g l e  c a r r y  d i g i t ,  e v e n  i f  any  o f  t h e s e  e r r o r s  s h o u l d  t h e m s e l v e s  r e -  

s u l t  i n  t h e  p r o p a g a t i o n  o f  a c h a i n  o f  one  o r  more c a r r i e s .  Compared t o  

t h e  p a r i t y - c h e c k  c o d e s  a l r e a d y  d i s c u s s e d ,  o n l y  an  e x t r a  d i g i t  or  two o f  

r e d u n d a n c y  i s  r e q u i r e d  f o r  t h i s  e x t r a  a r i t h m e t i c  p r o t e c t i o n .  The e n c o d i n g  

and  d e c o d i n g  p r o c e s s e s  c a n  b e  r e a d i l y  i m p l e m e n t e d ,  and  t h e i r  s e r i a l  r e a l i . ,  

z a t i o n s  a r e  n o t  v e r y  much more c o m p l i c a t e d  t h a n  t h e  c o r r e s p o n d i n g  e n c o d e r s  

and d e c o d e r s  f o r  n o n - a r i t h m e t i c  c o d e s .  

A .  S I N GL E ~, E R RO R D E  TE C T I ON 

To e n c o d e  an m - d i g i t  b i n a r y  number a = ( a m - l ,  a n - 2 ,  . . .  a l ,  a o j  i n  

Brown’s  s i n g l e - e r r o r - d e t e c t i n g  c o d e ,  w e  s i m p l y  m u l t i p l y  i t  by 3 .  The r e -  

d u n d a n t  fo rm A = 3a may Le a d d e d  o r  s u b t r a c t e d  t o  o t h e r  r e d u n d a n t  numbers  

w i t h o u t  v i o l a t i n g  t h e  “ d i v i s i b l e  by t h r e e ”  c o n d i t i o n :  

C = A k B  = 3 a t 3 b  = 3 ( a f b )  = 3c 

The number k of  r e d u n d a n t  d i g i t s  added  i s  c l e a r l y  j u s t  t w o :  

n = m t ?  . 

T h i s  c o d e  c a n  b e  c o n s i d e r e d  a s  a l ‘ f o r t i f i e d ’ ’  v e r s i o n  o f  t h e  s i m p l e  p a r i t y -  

c h e c k  c o d e ,  wh ich  r e q u i r e s  o n l y  o n e  r e d u n d a n t  d i g i t .  
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I n  h a n d l i n g  numbers  A ,  B ,  e t c ,  t h r o u g h  a n  a r i t h m e t i c  u n i t  , a s i n g l e  

e r r o r  i n  any  o n e  o f  A ,  B ,  C ,  o r  a c a r r y  s i g n a l  h a s  t h e  e f f e c t  o f  a d d i n g  

o r  s u b t r a c t i n g  a power o f  two t o  t h e  n - d i g i t  o u t p u t  number C, S i n c e  

e v e r y  power o f  two i s  n o t  d i v i s i b l e  by 3 ,  t h e  r e s u l t i n g  i n c o r r e c t  v a l u e  

o f  C w i l l  n o t  s a t i s f y  a “ d i v i s i b l e  by t h r e e ”  c h e c k ,  

For t h e  e n c o d e r ,  t h e  o p e r a t i o n  o f  m u l t i p l y i n g  a number a by t h r e e  

c a n  b e  implemen ted  by a d d i n g  a t o  i t s e l f  l e f t - s h i f t e d  o n c e - - t h a t  i s ,  

I n  a s e r i a l  e n c o d e r ,  t h e  s h i f t i n g  c o r r e s p o n d s  t o  a o n e - d i g i t  d e l a y .  

F i g u r e  1 5 ( a ) ,  ( b )  shows two r e a l i z a t i o n s  o f  s u c h  a c i r c u i t ,  wh ich  i s  an  

e n l a r g e d  v e r s i o n  o f  a s e r i a l  f u l l  a d d e r .  The  p a r a l l e l  v e r s i o n  i s  mos t  

n a t u r a l l y  t h e  i t e r a t i v e  e q u i v a l e n t  o f  o n e  o f  t h e s e  c i r c u i t s ,  and  r e q u i r e s  

n i d e n t i c a l  c e l l s  w i t h  t h e  same l o g i c  a s  i n  F i g .  1 5 ( a )  o r  ( b ) ,  p r i o r  t o  

end-  c e l l  s i m p l i f i c a t i o n .  

FIG. 15 TWO VERSIONS OF A SERIAL “MULTIPLY BY THREE”  
NETWORK 

For t h e  d e c o d e r ,  i t  i s  o n l y  n e c e s s a r y  t o  v e r i f y  t h a t  t h e  r e d u n d a n t  
n - 1  
1 number A = A i 2 ‘  i s  z e r o  t o  t h e  modulus  3 :  

i = O  

n-1 

i = O  
Z A i 2 ’  E 0 (mod 3 )  . 
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But  s i n c e  2 '  E 1 o r  - 1 ,  a c c o r d i n g  a s  i i s  e v e n  o r  o d d ,  r e s p e c t i v e l y ,  t h i s  

t e s t  i s  e q u i v a l e n t  t o  

n-1 n - 1  
A i  - 1 A ,  0 (mod 3 )  . 

i = O  i = O  

e v e n  o d d  

Thus  a 3 - c o u n t e r  a r r a n g e d  t o  c o u n t  c y c l i c a l l y  by an  amount +1 o r  -1 o n  

a l t e r n a t e  I - d i g i t s  of  A c a n  p e r f o r m  t h e  t e s t .  Any n o n - z e r o  c o n t e n t  i n  

t h e  c o u n t e r  a f t - e r  n d i g i t s  h a v e  p a s s e d  i n d i c a t e s  an e r r o r .  F i g u r e  1 6  

d i s p l a y s  o n e  fo rm of  s u c h  a c i r c u i t .  The c e n t e r  d e l a y  u n i t  i n  t h i s  f i g u r e  

o p e r a t e s  a s  a 2 - c o u n t e r : *  

- 
Y; = Y3 

t o  p r o v i d e  t h e  a l t e r n a t i o n  be tween +1 and -1 on t h e  d i g i t s  of  A .  The 

o t h e r  two d e l a y  u n i t s  a r e  i n t e r c o n n e c t e d  a s  a r e v e r s i b l e  3 - c o u n t e r :  

. 
Rb-3196-93 

FIG. 16 ONE FORM OF A NETWORK T O  TEST A 
SERIAL DATA SIGNAL FOR DIVISIBIL ITY BY 
THREE 

See Ref. 21 for the sequential-logic notation. 
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t1 : o l - l o - l l - ~ o l ~  

-1 : 01-11-10---+(01) 

w i t h  l o g i c  

C o n v e r s i o n  t o  p a r a l l e l  l o g i c  a l l o w s  o n e  t o  d i s p e n s e  w i t h  t h e  2 - c o u n t e r ,  

a n d  s i m p l y  t o  employ an a l t e r n a t i o n  o f  two d i f f e r e n t  k i n d s  o f  c e l l s :  

O t h e r  o p e r a t i o n s  b e s i d e s  a d d i t i o n  and s u b t r a c t i o n  c a n  a l s o  b e  p e r -  

fo rmed  w i t h  t h i s  c o d e ,  b u t  some a d j u s t m e n t  o r  c o r r e c t i o n  o f  t h e  r e s u l t  

may b e  n e c e s s a r y .  For example ,  t w o ' s - c o m p l e m e n t a t i o n  o f  a number ,  n o r m a l l y  

o b t a i n e d  by c o m p l e m e n t i n g  i n d i v i d u a l l y  e a c h  b i n a r y  d i g i t :  

b = 2 " - 1 - a  

now r e q u i r e s  a c o r r e c t i o n  t o  b e  made: 

T h u s ,  f o l l o w i n g  b i n a r y  c o m p l e m e n t a t i o n ,  t h e  number 0 1 0 0 . .  . 0 0 1 0  = 2" -2  + 2 
mus t  b e  s u b t r a c t e d  f r o m  t h e  r e s u l t  t o  o b t a i n  t h e  complement  o f  a r e -  

d u n d a n t  number .  Brown6 p r o p o s e d  t h e  a l t e r n a t i v e  r e d u n d a n t  r e p r e s e n t a t i o n  
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i n s t e a d  o f  A = 3 a ,  t o  r e d u c e  t h e  c o r r e c t i o n  term t o  z e r o ,  b u t  t h i s  now 

f o r c e s  t h e  c o r r e c t i o n  t o  b e  made a f t e r  e a c h  addition. 

A b i n a r y  c o u n t e r  may b e  s i m p l y  m o d i f i e d  t o  c o u n t  i n  t h e  r e d u n d a n t  

c o d e - - t h a t  i s ,  by “ t h r e e ’ s .  ” T h e  l o g i c  i s  e a s i l y  d e r i v e d  by known methods :21  

x i  = x k  ~ ~ - ~ x ~ - ~  o . .  x 3 ( z 2  + x l )  * 1 k = 3 ,  4, . . .  R 

- - 
and = x l ,  x i  = x 2  e x l .  The u s u a l  e q u a t i o n s  a r e  

I 
X k  = X k  eB x k - l x k - z  . . I  x x x k = 1, 2 ,  . . .  n 3 2 1 ’ 1  

I? SINGLE-EHROK COHRECTION 

The  same f a m i l y  o f  c o d e s  i s  a p p r o p r i a t e  f o r  t h e  c o r r e c t i o n  o f  e r r o r s ,  

e x c e p t  t h a t  t h e  m u l t i p l i e r  s h o u l d  n o t  b e  t h r e e ,  b u t  o n e  of  c e r t a i n  p e r -  

m i s s i b l e  l a r g e r  numbers .  T a b l e  I11 
l i s t s  some o f  t h e s e  v a l u e s  o f  t h e  Table I11 

m u l t i p l i e r  y, a l o n g  w i t h  t h e  maximum PPfiMISSIBLE MULTIPLIERS y AND 
in which  c a n  b e  used  f o r  e a c h ,  and  t h e  ASSOCIATED COIF PAFAMETERS FOR 

r e q u i r e d  number k of  r e d u n d a n t  d i g -  
SINGLE-ETROP-COPFECTING CODES 

FOR ARITHMETIC OPERATIONS 
i t s .  For c o m p a r i s o n  p u r p o s e s  ~ the 

number k, of  c h e c k  d i g i t s  r e q u i r e d  

f o r  t h e  s i n g l e - e r r o r - c o r r e c t i n g  

Hamming c o d e  h a v i n g  t h e  same v a l u e  

o f  rn i s  a l s o  l i s t e d .  

T h e  e n c o d i n g  o p e r a t i o n ,  “ m u l t i -  

p l y  by y , ”  i s  now more c o m p l e x ,  and 

s t a n d a r d  a r i t h m e t i c  p r o c e d u r e s  a p p e a r  

t o  b e  most  n a t u r a l ,  e x c e p t  p o s s i b l y  

f o r  a few v a l u e s  of y f o r  which t h e  

b i n a r y  m u l t i p l i c a t i o n  migh t  b e  “ w i r e d  

in’’ r a t h e r  t h a n  programmed.  For ex-  

- 
Y 

13 
19 
23 
29 
37 

47 
53 
59 
61 
67 

71 
79 
83 

101 
103 

2 
4 
6 
9 

12 

17 
20 
23 
24 
26 

28 
32 
34 
42 
43 

- 
k 

4 
5 
5 
5 
6 

6 
6 
6 
6 
7 

7 
7 
7 
8 
8 - 

n 

6 
9 

11 
14  
18 

23  
26 
29  
30 
33 

35 
39 
41 
S O  
51 

3 
3 
4 
4 
5 

5 
5 
5 
5 
5 

6 
6 
6 
6 
6 - 

a m p l e ,  s e r i a l  m u l t i p l i c a t i o n  o f  a number a by y = 37 = 1 0 0 1 0 1  c o u l d  b e  

a c c o m p l i s h e d  i n  two s t a g e s  o f  f u l l  a d d i t i o n  by a d d i n g  t o g e t h e r  a ,  D 2 a ,  
and D 3 ( D 2 a )  ( w h e r e  t h e  o p e r a t o r  D i n d i c a t e s  o n e  d i g i t  o f  d e l a y ) .  S i m i -  
l a r l y ,  m u l t i p l i c a t i o n  by 1 3  or  19 c o u l d  b e  a c c o m p l i s h e d  w i t h  j u s t  two 

f u l l  a d d e r s  and  a few d e l a y s .  
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To d e c o d e ,  s t a n d a r d  a r i t h m e t i c  p r o c e d u r e s  may a g a i n  b e  employed  t o  

d e t e r m i n e  t h e  r e s i d u e  ( r e m a i n d e r )  a f t e r  d i v i s i o n  by y. I f  t h i s  r e s i d u e  

i s  z e r o ,  no e r r o r  h a s  o c c u r r e d .  A s i n g l e  e r r o r  i n  t h e  r t h  d i g i t  p o s i -  

t i o n  w i l l  l e a v e  a r e s i d u e  of  + 2 ‘ ,  r e d u c e d  modulo y. T h e  number ,- o f  t h e  

d i g i t  t o  b e  c o r r e c t e d ,  and  t h e  s i g n  o f  t h e  c o r r e c t i o n ,  m i g h t  b e  d e t e r m i n e d  

Ly a t a b l e  l o o k - u p  p r o c e d u r e ,  The  t a b l e  would p r o v i d e  r and  t h e  s i g n  o f  

t h e  c o r r e c t i o n  f o r  e a c h  o f  t h e  p o s s i b l e  r e s i d u e s  1, 2 ,  . . .  y - 1. [ N o t e  

t h a t  n = (7 - 1 ) / 2 , ]  

I 

brown g i v e s  an a l t e r n a t i v e  a l g o r i t h m ,  which  h a s  b e e n  i m p l e m e n t e d  by 

P e t e r s o n  i n  a c i r c u i t  f o r  s e r i a l  c o r r e c t i o n . 3  

C .  ASYMMETRIC ERROR CORRECTION 

Codes  f o r  t h e  c o r r e c t i o n  o f  s i n g l e  I - e r r o r s  i n s t e a d  o f  a l l  s i n g l e  

e r r o r s  may b e  e a s i l y  d e r i v e d  by u s i n g  t h e  same v a l u e s  o f  y a s  i n  T a b l e  111, 
b u t  a l l o w i n g  n t o  i n c r e a s e  f r o m  ( y  - 1 ) / 2  t o  y - 1. k s t a y s t h e  same ,  s o  

t h a t  t h e  maximum a l l o w a b l e  m is a l s o  i n c r e a s e d  by  (y - 1 ) / 2 .  T h u s ,  t h e  

f r a c t i o n a l  r e d u n d a n c y  r e q u i r e d  i s  a b o u t  o n e - h a l f  t h e  p r e v i o u s  v a l u e .  T h i s  

r e d u c t i o n  i s  p o s s i b l e  b e c a u s e  o f  t h e  f a c t  t h a t  t h e  s e t  o f  a l l  p o s s i b l e  

e r r o r s  i n  A i s  now s m a l l e r ,  s i n c e  t h e s e  e r r o r s  a r e  a l l  o f  t h e  same s i g n  

( -2’ )  i n s t e a d  o f  e i t h e r  s i g n  ( + _ 2 ’ ,  f o r  r = 0 ,  1, 2 ,  . . .  n - 1) .  

The r e d u c t i o n  i n  t h e  r e q u i r e d  v a l u e  of  y f o r  t h e  same v a l u e  o f  m i s  

r e f l e c t e d  i n  t h e  e n c o d e r  i n  a s i m p l i f i e d  m u l t i p l i c a t i o n  c i r c u i t .  For  

e x a m p l e ,  t h e  e a r l i e r  e x a m p l e  (y = 37)  g a v e  m = 1 2  d a t a  d i g i t s  and  r e -  

q u i r e d  two f u l l  a d d e r s  and  f i v e  u n i t  d e l a y s  f o r  e n c o d i n g .  For I - e r r o r  

c o r r e c t i o n ,  a s m a l l e r  v a l u e  o f  y ( y  = 1 9 ,  s a y )  a l l o w s  j u s t  a s  many d a t a  

d i g i t s  ( m  = 1 3 ) ,  b u t  r e q u i r e s  two f u l l  a d d e r s  and  o n l y  f o u r  u n i t  d e l a y s .  

The  d e c o d e r  i s  s i m i l a r l y  s i m p l i f i e d .  
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VI SERIES-PARALLEL CODES 

Some o f  t h e  d i s a d v a n t a g e s  o f  b o t h  s e r i e s  and  p a r a l l e l  c o d e s  may b e  

a v o i d e d  t h r o u g h  t h e  u s e  o f  c o d e s  i n  w h i c h  t h e  d i g i t s  a r e  d i s p e r s e d  b o t h  

i n  t i m e  and  s p a c e .  The d i a g r a m  o f  F i g .  1 7  d e p i c t s  a d o u b l e - p a r i t y - c h e c k  

c o d e .  A t w o - d i m e n s i o n a l  a r r a y  o f  d a t a  d i g i t s  i s  augmen ted  w i t h  a row o f  

c h e c k  d i g i t s ,  s e l e c t e d  t o  s a t i s f y  p a r i t y  c h e c k s  o v e r  e a c h  co lumn i n d i -  

v i d u a l l y ,  and  a co lumn o f  

c h e c k  d i g i t s ,  s e l e c t e d  t o  

s a t i s f y  p a r i t y  c h e c k s  o v e r  

e a c h  row i n d i v i d u a l l y .  I t  
may b e  shown t h a t  ( 1 )  t h e  

c o r n e r  c h e c k  d i g i t  i s  c o n s i s -  

t e n t ,  s a t i s f y i n g  b o t h  t h e  row 

a n d  co lumn c h e c k s  of  w h i c h  i t  
i s  a p a r t ,  and  ( 2 )  t h e  r e s u l t -  R A - 3 1 9 6 - 4 4  

FIG. 17 DIGIT ARRAY FOR A DOUBLE-PARITY-CHECK a n t  a r r a y  i s  c a p a b l e  o f  

e i t h e r  t r i p l e  e r r o r  d e t e c t i o n ,  CODE 
o r  s i n g l e - e r r o r - c o r r e c t i o n  

p l u s  d o u b l e - e r r o r - d e t e c t i o n .  I f  we i d e n t i f y  o n e  o f  t h e  d i m e n s i o n a l  d i r e c -  

t i o n s  o f  t h e  a r r a y  ( s a y ,  t h e  h o r i z o n t a l  d i r e c t i o n )  w i t h  t i m e ,  t h e n  a n  

e n c o d e r  a n d  d e c o d e r  c a n  b e  e n v i s a g e d  i n  wh ich  t h e  row c h e c k s  a r e  p e r f o r m e d  

s e r i a l l y  and  t h e  co lumn c h e c k s  i n  p a r a l l e l .  S u b j e c t  t o  c e r t a i n  a s s u m p t i o n s  

a b o u t  t h e  k i n d s  o f  e r r o r s  t o  b e  e x p e c t e d  i n  s u c h  a c h a n n e l ,  t h i s  s e r i e s -  

p a r a l l e l  a r r a n g e m e n t  c a n  b e  e x p e c t e d  t o  r e q u i r e  less  e q u i p m e n t  f o r  t h e  

same t o t a l  number m o f  d a t a  d i g i t s  a n d  t h e  same d e g r e e  o f  f a u l t  p r o t e c t i o n .  

A c t u a l l y ,  t h e r e  a r e  s o  many ways i n  w h i c h  t w o - d i m e n s i o n a l  and  m u l t i -  

d i m e n s i o n a l  c o d e s  c a n  b e  f o r m e d ,  u t i l i z e d ,  a n d  i m p l e m e n t e d  t h a t  a compre-  

h e n s i v e  c o v e r a g e  o f  t h e  p o s s i b i l i t i e s  i s  o u t  o f  t h e  q u e s t i o n  h e r e .  The  

i n d i v i d u a l  c o d e s  t h e m s e l v e s  a n d  t h e  n o t i o n  o f  t w o - d i m e n s i o n a l  c h e c k i n g  a r e  

a d e q u a t e l y  d i s c u s s e d  i n  t h e  l i t e r a t ~ r e , ' ~ ~  and  mos t  o f  t h e  p r i n c i p l e s  o f  

i m p l e m e n t a t i o n  h a v e  been  d i s c u s s e d  e a r l i e r  i n  t h i s  r e p o r t  f o r  t h e  s e r i a l  

a n d  p a r a l l e l  p o r t i o n s  s e p a r a t e l y .  C o n s e q u e n t l y ,  w e  w i l l  c o n f i n e  o u r  

a t t e n t i o n  t o  a s i n g l e  example  o f  some p o t e n t i a l  p r a c t i c a l  u t i l i t y .  
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L e t  a b l o c k  o f  m = m l m 2  

= 1 + [ l o g  m,] 

d a t a  d i g i t s  a e  augmented  

f i r s t  w i t h  k, 
e x t r a  co lumns  o f  c h e c k  

d i g i t s ,  s e l e c t e d  t o  form a 

B e s g e r  c o d e  i n d i v i d u a l l y  on 

e a c h  row; t h e n  w i t h  one  row 

o f  c h e c k  d i g i t s ,  s e l e c t e d  t o  

s a t i s f y  i n d i v i d u a l l y  a l l  

co lumn p a r i t y  c h e c k s  

( F i g .  1 8 ) .  ( N o t e  t h a t  t h e  

c o r n e r  c h e c k  d i g i t s  c a n n o t  

-Time 
RA-3196-45 

t 

FIG. 18 TYPICAL DIGIT ARRAY FOR A SERIES- 
P A R A L L E L  ERROR-CHECKING CODE 

now b e  c o n s i s t e n t ,  b u t  a r e  g e n e r a t e d  o n l y  by t h e  p a r i t y  c h e c k s  Thus  

a s e p a r a t e  s e r i a l  e n c o d e r  and  d e c o d e r  f o r  e a c h  row c a n  p r o v i d e  f o r  t h e  

d e t e c t i o n  o f  any  number o f  1 e r r o r s  o r  any  number of  0 - e r r o r s  i n  any  o n e  

o r  more r o w s  ( b u t  n o t  b o t h  i n  t h e  same r o w ) .  I f  s u c h  e r r o r s  a r e  c o n f i n e d  

t o  a s i n g l e  row,  however ,  a p a r a l l e l  co lumn p a r i t y  c h e c k  c a n  e f f e c t i v e l y  

i n d i c a t e  j u s t  which  co lumns  a r e  i n  e r r o r  s o  t h a t  s u c h  e r r o r s  may b e  

r e a d i l y  c o r r e c t e d .  

The e n c o d e r  and d e c o d e r  a r e  shown i n  F i g s .  1 9  and  2 0 ,  r e s p e c t i v e l y  

Each  s h i f t i n g  b i n a r y  c o u n t e r  ( S 3 C )  o p e r a t e s  a s  f o r  t h e  p u r e l y  s e r i a l  

S e r g e r  c o d e  ( F i g  1 4 ) ,  c o u n t i n g  0 ' s  f o r  t h e  f i r s t  m d i g i t s ,  t h e n  s h i f t i n g  

o u t  s e r i a l l y  f o r  t h e  n e x t  k d i g i t s .  The  p a r i t y  d i g i t  i s  g e n e r a t e d  w i t h  

t h e  l a r g e  e x c l u s i v e - O R - g a t e .  I n  t h e  d e c o d e r ,  t h e s e  m l  c o u n t e r s  f i r s t  

o p e r a t e  t o  d e t e r m i n e  which  row, i f  a n y ,  c o n t a i n s  t h e  e r r o r s .  A s e t  o f  

m l  f l i p - f l o p s  t h e n  r e t a i n  t h i s  i n f o r m a t i o n  so t h a t  t h e  d e l a y e d  b l o c k  o f  

d i g i t s  may b e  c o r r e c t e d  by means of t h e  co lumn p a r i t y  c h e c k .  

T h i s  c i r c u i t  a r r a n g e m e n t  i s  t h e r e f o r e  c a p a b l e  o f  a u t o m a t i c a l l y  c o r  

r e c t i n g  any  number o f  I - e r r o r s  o r  a n y  number o f  0 - e r r o r s  ( b u t  n o t  b o t h )  

i n  a s i n g l e  row 

c i r c u i t r y  ( t h e  n e t w o r k  L ) ,  a u t o m a t i c  e r r o r  detection c a n  be o b t a i n e d  f o r  

t h e  same t y p e s  o f  e r r o r s  i n  any number o f  r o w s ,  and  f o r  any  s e t  o f  mixed  

0 - e r r o r s  and  I e r r o r s  i n  any  o n e  row ( a n d  mos t  o f  t h o s e  i n  m u l t i p l e  r o w s ,  

t o o )  F u r t h e r m o r e ,  many t y p e s  of  f a u l t s  i n  t h e  d e c o d e r  i t s e l f  a r e  c o r -  

r e c t e d  and  d e t e c t e d  by t h i s  a r r a n g e m e n t .  

Wi th  t h e  a d d i t i o n  o f  a s m a l l  amount o f  a d d i t i o n a l  l o g i c  
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FIG. 20 DECODER FOR SERIES-PARALLEL CODE 
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S e r i e s - p a r a l l e l  c o d e s  a p p e a r  t o  h o l d  c o n s i d e r a b l e  p r o m i s e  f o r  

r e d u c i n g  t h e  c o s t  of  t h e  c o d i n g  c i r c u i t r y  b e l o w  t h e  l a r g e  v a l u e s  r e -  

q u i r e d  by  p u r e l y  p a r a l l e l  c o d e s ,  bu t  s t i l l  p r o v i d i n g  p r o t e c t i o n  a g a i n s t  

t h e  t y p e s  o f  f a u l t s  wh ich  a r e  n o r m a l l y  n o t  c h e c k e d  w i t h o u t  t r i p l i c a t i o n  

i n  a s e r i a l  c h a n n e l .  A l s o ,  t h e i r  p o t e n t i a l  f o r  a r i t h m e t i c  c h e c k i n g  

m e r i t s  i n v e s t i g a t i o n .  
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V I 1  FAULT-MASKED ENCODERS AND DECODERS 

C o n s i d e r  now what  s t e p s  n e e d  be  t a k e n  t o  r e n d e r  t h e  e n c o d e r  and 

d e c o d e r  i n s e n s i t i v e  t o  t h e i r  own f a u l t s .  A number o f  s u c h  fault-masking 

r e d u n d a n c y  t e c h n i q u e s  a r e  a v a i l a b l e .  The  two most  p o p u l a r  a r e  ( 1 )  t r i p -  

l i c a t i o n  w i t h  v o t i n g ,  u s u a l l y  a t t r i b u t e d  t o  von N e ~ m a n n ~ ~  [ F i g .  2 1 ( a ) ]  

and  r e q u i r i n g  3 ' : l  r e d u n d a n c y ,  

which  i s  a p p l i c a b l e  t o  e i t h e r  b r a n c h - t y p e  l o g i c a l  e l e m e n t s ,  a s  s t u d i e d  

by Moore and Shannon '  [ F i g .  2 1 ( b ) l ,  o r  t o  g a t e - t y p e  e l e m e n t s ,  a s  p r o p o s e d  

b y  TryonZ5 [ F i g .  2 1 ( c ) ]  ~ b o t h  w i t h  4 : l  r e d u n d a n c y .  

and  ( 2 )  a fo rm o f  component  r e p l i c a t i o n ,  

I n  most  p u r e l y  s e r i a l  n e t w o r k s ,  t h e s e  two t e c h n i q u e s  ( o r  s i m p l e  e x -  

t e n s i o n s  o f  t hem)  a p p e a r  t o  b e  t h e  o n l y  r e a s o n a b l e  a l t e r n a t i v e s  f o r  p r o -  

t e c t i o n  a g a i n s t  a r b i t r a r y  s i n g l e  f a u l t s ,  b e c a u s e  o f  t h e  l a c k  o f  any  

i n h e r e n t  r e d u n d a n c y  i n  t h e  o p e r a t i o n  b e i n g  p e r f o r m e d  or  i n  t h e  c i r c u i t r y  

R4-3196-48 

FIG. 21 SOME ELEMENTARY FAULT-MASKING TECHNIQUES 
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i t s e l f .  I n  p a r a l l e l  c i r c u i t r y ,  however ,  i t  i s  u s u a l l y  p o s s i b l e  t o  t a k e  

a d v a n t a g e  o f  e x i s t i n g  r e d u n d a n c y  i n  t h e  o p e r a t i o n  ( i . e * ,  t h e  m u l t i p l e  

o u t p u t s )  o r  i n  t h e  c i r c u i t  t o  r e d u c e  t h e  r e d u n d a n c y  r a t i o  be low 3 : l  o r  

4 : l .  T h i s  i s  p a r t i c u l a r l y  t r u e  o f  i t e r a t i v e  n e t w o r k s ,  and t h e r e f o r e  o f  

some o f  t h e  p a r a l l e l  e n c o d i n g  and  d e c o d i n g  n e t w o r k s . 2 6  

With  r e g a r d  t o  p a r a l l e l  e n c o d e r s ,  i t  s h o u l d  f i r s t  b e  o b s e r v e d  t h a t  

SO l o n g  a s  t h e  o u t p u t s  a r e  fo rmed  s e p a r a t e l y  ( a s  i n  t h e  c a s e  w i t h  a l m o s t  

a l l  t h o s e  d i s c u s s e d ) ,  a s i n g l e  f a u l t  c a n  h a v e  n o  g r e a t e r  e f f e c t  t h a n  a 

s i n g l e  e r r o r  i n  t h e  ‘ I  c h a n n e l ”  i t s e l f .  C o n s e q u e n t l y ,  p r o v i d e d  t h a t  t h e  

e n c o d e r  and  c h a n n e l  together a r e  assumed t o  b e  l i m i t e d  t o  a s i n g l e  f a u l t ,  

t h e  e n c o d e r  i s  p r o t e c t e d  a l o n g  w i t h  t h e  c h a n n e l .  

For p a r a l l e l  d e c o d e r s ,  f a u l t s  i n  t h e  i n p u t  l i n e s  a r e  s i m i l a r l y  

h a n d l e d ,  b u t  t h e  p o s s i b i l i t y  of f a u l t s  i n  t h e  e x c l u s i v e - O H - g a t e s  wh ich  

compose  t h e  f i r s t  and  ma jo r  p o r t i o n  o f  t h e  d e c o d e r  r e q u i r e s  t h a t  a d d i -  

t i o n a l  p a r i t y  c h e c k s  b e  p e r f o r m e d ,  i n  s u c h  a manner  t h a t  t h e  c o r r e c t o r  

number ( t h e  s e t  o f  o u t p u t s  o f  t h e s e  k m u l t i - i n p u t  e x c l u s i v e - O H - g a t e s )  i s  

i t s e l f  made r e d u n d a n t .  T h i s  c a n  be d o n e  by  a p p l y i n g  a s e c o n d  e r r o r . -  

c o r r e c t i n g  c o d e  t o  t h i s  c o r r e c t o r  number ,  and  a u g m e n t i n g  t h e  c i r c u i t r y  

a c c o r d i n g l y  . 

For a d e c o d e r  b a s e d  on t h e  Hamming s i n g l e - e r r o r - c o r r e c t i n g  c o d e ,  

h a v i n g  t h e  p a r i t y - c h e c k  m a t r i x  ( f o r  k = 4, n = 1 5 ,  f o r  e x a m p l e )  

P =  1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1  

0 1 1 0 0 1 1 0 0 1 1 0 0 1 1  

0 0 0 1 1 1 1 0 0 0 0 1 1 1 1  

0 0 0 0 0 0 0 1 1 1 1 1 1 1 1  

w e  want  t o  i n c r e a s e  t h e  number o f  p a r i t y  c h e c k s  s o  t h a t  any  s i n g l e  e r -  

r o n e o u s  p a r i t y - c h e c k  d i g i t  c a n  be  c o r r e c t e d .  T h i s  i s  e a s i l y  d o n e  by 

a p p l y i n g  a Hamming s i n g l e - e r r o r - c o r r e c t i n g  c o d e  t o  t h e  c o l u m n s  of  P ,  
t r e a t i n g  e a c h  co lumn a s  t h e  4 - d i g i t  d a t a  p o r t i o n  o f  a c o d e  word i n  t h e  

S!amming c o d e . g  

rows  t o  t h e  m a t r i x :  

The  3 c h e c k  d i g i t s  r e q u i r e d  w i l l  t h e n  add  t h r e e  more 
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1 0 1 0 1 0 1 0 1 0 1 0 1 0 1  

0 1 1 0 0 1 1 0 0 1 1 0 0 1 1  

0 0 0 1 1 1 1 0 0 0 0 1 1 1 1  

0 0 0 0 0 0 0 1 1 1 1 1 1 1 1  

1 1 0 1 0 0 1 0 1 1 0 1 0 0 1  

1 1 0 0 1 1 0 1 0 0 1 1 0 0 1  

. . . . . . . . .  . . . . . . . . . . 5 . .  . , . . .  I 1 0 1 1 0 1 0 1 0 1 0 0 1 0 1  1 P c  = 

The f i r s t  p o r t i o n  o f  t h e  d e c o d e r  t h e r e f o r e  c o n s i s t s  o f  n o t  k = 4 ,  b u t  

K = 7 e x c l u s i v e - O R - g a t e s .  G e n e r a l l y  

K = k -t 1 f [log,(k + 1 + [ l o g , k I g  

where  

I n  terms o f  v ( x )  = 1 -t [ l o g  x ]  = t h e  number o f  d i g i t s  i n  t h e  b i n a r y  r e p -  

r e s e n t a t i o n  o f  x ,  t h e n  

where  + ( x )  = V ( X  -t ~ ( x ) ) .  [ I n  t h i s  same n o t a t i o n ,  k = +(m).] 

The s e c o n d  p o r t i o n  o f  t h e  d e c o d e r  c o n s i s t s  of  a d e c o d i n g  t r e e  h a v i n g  

7 i n p u t s  and  11 o u t p u t s  ( g e n e r a l l y ,  K i n p u t s  and m o u t p u t s ) .  Each  o u t p u t  

t a k e s  on  t h e  v a l u e  1 f o r  o n e  o f  t h e  v a l i d  i n p u t  c o m b i n a t i o n s  o f  t h e  Hamming 

c o d e ?  p l u s  a l l  n o n - v a l i d  i n p u t  c o m b i n a t i o n s  which  d i f f e r  f r o m  i t  i n  j u s t  

o n e  d i g i t .  T h i s  t y p e  of  t r e e  i s  i r r e d u n d a n t l y  r e a l i z e d  most  n a t u r a l l y  a s  

a c o l l e c t i o n  o f  ANG-gates and i n c l u s i v e - O R - g a t e s .  One o f  t h e  r e d u n d a n c y  

t e c h n i q u e s  o f  F i g .  2 1  may t h e n  b e  a p p l i e d .  I f  t h e  AND- and O R - g a t e s  a r e  

r e a l i z e d  w i t h  d i o d e s  i n  t h e  c o n v e n t i o n a l  manner ,  t h e  l e s s  e x p e n s i v e  c i r c u i t  

o f  F i g .  2 1 ( d )  may b e  u s e d  t o  p r o t e c t  a g a i n s t  f a u l t s  i n  t h e  d i o d e s  them-  

s e l v e s :  n e g l e c t i n g  t h e  p o s s i b i l i t y  o f  d e f e c t i v e  o u t p u t  r e s i s t o r s .  

T h e r e  may b e  some ( a s  y e t  unknown) way t o  f a u l t - m a s k  t h e  d e c o d i n g  

t r e e  by t a k i n g  a d v a n t a g e  of  t h e  f a c t  t h a t  a s i n g l e  s y s t e m  f a u l t  c a n n o t  

r e n d e r  b o t h  t h e  i n p u t  s i g n a l s  i n c o r r e c t  and t h e  t r e e  i t s e l f  d e f e c t i v e .  

T h u s ,  t h e  t r e e  n e e d  b e  i n t e r n a l l y  masked f o r  o n l y  t h e  v a l i d  ( e r r o r - f r e e )  

i n p u t - v a r i a b l e  c o m b i n a t i o n s .  It  s h o u l d  a l s o  b e  p o s s i b l e  t o  t a k e  a d v a n t a g e  
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o f  t h e  f a c t  t h a t  o n l y  o n e  o u t p u t  o f  t h e  t r e e  h a s  t h e  v a l u e  1 a t  any  o n e  

t i m e .  T h e s e  two p o s s i b i l i t i e s  h a v e  n o t  b e e n  e x p l o r e d .  

F a u l t s  i n  t h e  t h i r d  p o r t i o n  o f  t h e  d e c o d e r - t h e  bank  o f  o u t p u t  

e x c l u s i v e - . O H - g a t e s - w i l l  g e n e r a l l y  go  u n c o r r e c t e d ,  s o  l o n g  a s  t h e  r e p r e -  

s e n t a t i o n  o f  t h e  o u t p u t  d a t a  i s  n o t  i t s e l f  r e d u n d a n t .  T h i s  i s  a b a s i c  

l i m i t a t i o n .  I f  s u c h  f a u l t s  a r e  f e l t  t o  b e  s u f f i c i e n t l y  l i k e l y ,  t h e  p o i n t  

i n  t h e  s y s t e m  a t  wh ich  t h e  r e d u n d a n c y  i s  d r o p p e d  ( i . e o ,  t h e  d e c o d e r )  

s h o u l d  b e  moved f u r t h e r  down t h e  c h a n n e l .  

The  method o f  a p p l y i n g  a s e c o n d  e r r o r - c h e c k i n g  c o d e  o v e r  t h e  f i r s t ,  

a s  p r o p o s e d  a b o v e ,  c a n  a l s o  b e  u s e d  f o r  t h e  l o w - d e n s i t y  c o d e s .  The 

Hamming c o d e s  may b e  u s e d  f o r  t h i s  p u r p o s e ,  a l t h o u g h  t h e  f a c t  t h a t  e a c h  

co lumn o f  P h a s  o n l y  o n e  or  two 1 ’ s  may a l l o w  some economy i n  t h e  number 

o f  a d d i t i o n a l  rows  r e q u i r e d  when k i s  l a r g e ,  o r  i n  t h e  d e c o d i n g  c i r c u i t r y .  

D e c o d e r s  ( e r r o r  d e t e c t o r s )  f o r  e r r o r - d e t e c t i n g  c o d e s  may b e  g i v e n  

t h e  p r o t e c t i o n  o f  s i n g l e - f a u l t - d e t e c t i o n  by t h e  same p r i n c i p l e .  One a d -  

d i t i o n a l  c h e c k  d i g i t  must  b e  p r o v i d e d  (K = k + 1 )  t o  g u a r a n t e e  t h a t  a 

p a r i t y  c h e c k  i s  s a t i s f i e d  o v e r  t h e  s e t  o f  a l l  c h e c k  d i g i t s .  F o r  t h e  

s i m p l e  p a r i t y  c h e c k  c o d e ,  f o r  which P = [1 1 1 . . . 1 : 11, t h e  p a r i t y  

c h e c k e r  i s  s i m p l y  d u p l i c a t e d :  

1 1 1 . . .  1 : :’I 
p c  = [ 1 1  1 . . .  1 : 1 

An o u t p u t  t w o - i n p u t  OH-ga te  t h e n  i n d i c a t e s  when e i t h e r  c h e c k  f a i l s .  For 
t h e  l o w - d e n s i t y  e r r o r - d e t e c t i n g  c o d e s ,  a s i n g l e  m - i n p u t  c h e c k e r  would s u f  - 
f i c e ,  b u t  an addi t iona l  k c h e c k e r s  a r e  n e e d e d  i f  t h e  l i m i t a t i o n  t o  p - i n p u t  

g a t e s  i s  r e t a i n e d .  I n  b o t h  c a s e s ,  t h e r e f o r e ,  t h e  c o s t  o f  t h e  d e c o d e r  i s  

a p p r o x i m a t e l y  d o u b l e d .  

I t  may b e  c o n s i d e r e d  a d e q u a t e  t o  p r o v i d e  o n l y  f a u l t - d e t e c t i o n  i n  t h e  
If t h i s  i s  t h e  c a s e ,  d e c o d e r  which  i m p l e m e n t s  an  e r r o r - c o r r e c t i n g  c o d e . 2 6  

w e  may a d d  a s i n g l e  e x t r a  row t o  P :  K = k + 1. The  d e c o d e r  w i l l  b e  i n -  

c r e a s e d  by o n e  a d d i t i o n a l  e x c l u s i v e . 0 R - g a t e  i n  t h e  f i r s t  p o r t i o n ,  a n d  by 

o n e  K - i n p u t  e x c l u s i v e - O R - g a t e  f o r  f a u l t  d e t e c t i o n  i n  t h e  s e c o n d  p o r t i o n .  

T h e  f i r s t  o f  t h e  g a t e s  i s  a u t o m a t i c a l l y  p r o t e c t e d ,  and f a u l t s  i n  t h e  

s e c o n d  c a n  b e  masked by d u p l i c a t i o n ,  i f  d e s i r e d .  
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F a u l t - m a s k e d  d e c o d e r s  r e a l i z e d  w i t h  b r a n c h - t y p e  e l e m e n t s  a p p e a r  t o  

be  v e r y  i n t r i c a t e .  22 a s  a s i n g l e -  

f a u l t - m a s k e d  v e r s i o n  of  t h e  n e t w o r k  shown i n  F i g .  l l ( a )  and  F i g .  1 2 ( a ) .  

T h i s  n e t w o r k  is  i n s e n s i t i v e  t o  any  s i n g l e  s h o r t  o r  o p e n  c i r c u i t e d  e l e m e n t .  

The r e d u n d a n c y  r a t i o  i s  1 4 / 5  = 2 . 8 ,  which i s  c l e a r l y  b e t t e r  t h a n  t h e  4 . 0  
r e q u i r e d  by t h e  method i l l u s t r a t e d  i n  F i g .  2 1 ( b ) .  Masked n e t w o r k s  w i t h  

l e s s  t h a n  4 : l  r e d u n d a n c y  which  c o r r e s p o n d  t o  t h e  o t h e r  n e t w o r k s  o f  F i g s .  10 

and  12  a r e  n o t  known. 

L ~ f g r e n ~ ~  o f f e r s  t h e  n e t w o r k  o f  F i g .  

FIG. 22 LOFGREN'S SINGLE-FAULT-MASKED SINGLE- 
E R RO R-COR R ECT IN G N E TWO RK, COR RESPOND- 
ING TO THE IRREDUNDANT NETWORK OF 
FIG. 11(a) 
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VI11 CONCLUSIONS 

The o b j e c t i v e s  o f  t h e  p rogram o f  wh ich  t h i s  r e p o r t  f o r m s  a p a r t  a r e  

c o n c e r n e d  p r i n c i p a l l y  w i t h  r edundancy  t e c h n i q u e s  a n d  t h e i r  a p p l i c a t i o n  t o  

i m p r o v i n g  t h e  r e l i a b i l i t y  o f  d i g i t a l  s y s t e m s .  T h i s  r e p o r t  p u r p o r t s  t o  

d e s c r i b e  known and  new t e c h n i q u e s  f o r  t h i s  p u r p o s e .  No s e r i o u s  a t t e m p t  

h a s  b e e n  made t o  compare  a t  t h i s  time t h e i r  a p p l i c a b i l i t y  a n d  v a l u e  w i t h  

o t h e r  t e c h n i q u e s  d i s c u s s e d  p r e v i o u s l y .  The  i n t e g r a t e d  u s e  o i  v a r i o u s  

r e d u n d a n c y  t e c h n i q u e s  a t  o n e  o r  more l e v e l s  t h r o u g h o u t  a d i g i t a l  s y s t e m  

i s  t h e  s u b j e c t  o f  c u r r e n t  s t u d y  u n d e r  t h e  p r e s e n t  p r o g r a m ,  and  w i l l  b e  

r e p o r t e d  upon a t  a l a t e r  t i m e .  

We h a v e  a t t e m p t e d  i n  t h e  p r e c e d i n g  s e c t i o n s  t o  p r o v i d e  t e c h n i q u e s  

a n d  e x a m p l e s  o f  t h e  u s e  o f  e r r o r - c h e c k i n g  c o d e s  f o r  c o m p e n s a t i n g  f o r  a 

l i m i t e d  number o f  f a u l t s  i n  c e r t a i n  p r i n c i p a l  p o r t i o n s  o f  a d i g i t a l  

s y s t e m .  i i e c a u s e  t h e  p r o b l e m  i s  n o t  s o  much o n e  o f  t h e  e x i s t e n c e  b u t  t h e  

economy o f  t h e  t e c h n i q u e s  a n d  t h e i r  r e s u l t a n t  c i r c u i t s ,  a p p r o x i m a t e  c o s t s  

o f  t h e  e n c o d e r  and  d e c o d e r s  h a v e  been  c a l c u l a t e d ,  u n d e r  a r e a s o n a b l e  and  

t y p i c a l  s e t  o f  a s s u m p t i o n s  a s  t o  t h e  t y p e  o f  c i r c u i t r y  b e i n g  u s e d ~  

T a b l e  IV s u m m a r i z e s  t h e  combined  c o s t s  o f  t h e  e n c o d e r  and  d e c o d e r  

f o r  t h e  p a r a l l e l  r e a l i z a t i o n s  o f  most  o f  t h e  s i n g l e . e r r o r - c o r r e c t i n g  c o d e s  

d i s c u s s e d  i n  p r e v i o u s  s e c t i o n s .  The number o f  c o n v e n t i o n a l  g a t e - t y p e  

e l e m e n t s ,  t h r e s h o l d  e l e m e n t s ,  and  b r a n c h - t y p e  e l e m e n t s  a r e  shown s e p a r a t e l y .  

The  f i n a l  d e c i s i o n  a s  t o  t h e ‘ l b e s t ”  c o d e  c l e a r l y  d e p e n d s  upon t h e  t y p e  o f  

e l e m e n t s  b e i n g  u s e d ,  a n d  would  u s u a l l y  a l s o  d e p e n d  upon o t h e r  u n l i s t e d  o r  

p a r t i a l l y  l i s t e d  f e a t u r e s  o f  t h e s e  e l e m e n t s - e , g . ,  t h e  number o f  e l e m e n t  

i n p u t s .  A s  m e n t i o n e d  b e f o r e ,  t h e  opt imum v a l u e  o f  k i s  a compromise  

b e t w e e n  s i m p l i f i e d  c h e c k i n g  c i r c u i t r y  a n d  t h e  r e d u c e d  s i z e  o f  t h e  r e d u n d a n t  

p o r t i o n  o f  t h e  “ c h a n n e l . ”  

The  c o s t s  i n  T a b l e  I V  do  n o t  i n c l u d e  t h o s e  f o r m a s k i n g  f a u l t s  i n  t h e  

d e c o d e r  i t s e l f .  The i n c r e a s e  r e q u i r e d  f o r  m a s k i n g  v a r i e s  c o n s i d e r a b l y  

w i t h  t h e  l o g i c a l  e l e m e n t s  u s e d ,  t h e  t y p e s  o f  f a u l t s  a s s u m e d ,  a n d  t h e  

d e g r e e  o f  p r o t e c t i o n  d e s i r e d .  

I t  h a s  been  shown e l s e w h e r e  t h a t  s i g n a l  r e d u n d a n c y  s u f f e r s  f rom 

c e r t a i n  s a s i c  l i m i t a t i o n s :  f o r  a l l  b u t  a d e f i n a b l e  m i n o r i t y  o f  l o g i c a l  
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Table IV 
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c i r c u i t s ,  t h e r e  e x i s t  some t y p e s  of f a u l t s  whose  e r r o r s  no  amount  o f  

s i g n a l  r e d u n d a n c y  c a n  c ~ r r e c t , ~ ’ ~ ~  

o v e r l y  c o n c e r n  u s ,  h o w e v e r ,  f o r  t h r e e  r e a s o n s .  F i r s t ,  t h i s  m i n o r i t y  

i n c l u d e s  s e v e r a l  c i r c u i t  o p e r a t i o n s  o f  c o n s i d e r a b l e  p r a c t i c a l  i m p o r t a n c e ,  

s u c h  as  s i m p l e  d a t a  t r a n s f e r ,  p a r i t y  c h e c k i n g ,  and  l i n e a r  ( i . e o J  p u r e  

e x c l u s i v e - O R )  l o g i c a l  c i r c u i t s  g e n e r a l l y .  S e c o n d ,  w e  r a r e l y  n e e d  t o  p r o .  

t e c t  a c i r c u i t  a g a i n s t  all p o s s i b l e  f a u l t s ,  b u t  o n l y  a s e l e c t e d  c l a s s  

deemed t o  b e  t h e  mos t  l i k e l y .  T h i r d ,  i t  h a s  r e c e n t l y  b e e n  shown t h a t ,  

u n d e r  c e r t a i n  r e a s o n a b l e  a s s u m p t i o n s ,  a n e t w o r k  c a n  b e  made a r b i t r a r i l y  

r e l i a b l e  w i t h  t h e  p r o p e r  combination o f  s i g n a l  and  c i r c u i t  r e d u n d a n c i e s . +  

T h i s  t h e o r e t i c a l  l i m i t a t i o n  n e e d  n o t  

We may l e g i t i m a t e l y  c o n c l u d e  t h a t  s e v e r a l  known a n d  some i i e w  c o d e s  

c a n  b e  f r u i t f u l l y  a n d  e c o n o m i c a l l y  a p p l i e d  t o  t h e  p r o b l e m  o f  i n c r e a s i n g  

t h e  r e l i a b i l i t y  o f  a d i g i t a l  n e t w o r k  o r  s y s t e m ,  p r o v i d e d  o n l y  t h a t  t h e  

l i m i t a t i o n  t o  “ s i n g l e - f a u l t - c h e c k i n g ”  a c t u a l l y  c o v e r s  a l l  b u t  a s m a l l  

f r a c t i o n  o f  t h e  e x p e c t e d  t y p e s  of  f a i l u r e s .  T h i s  w i l l  b e  t h e  c a s e  p r o -  

v i d e d  t h e  i r r e d u n d a n t  v e r s i o n  o f  t h e  n e t w o r k  o r  t h e  s y s t e m  i s  a l r e a d y  

s u f f i c i e n t l y  r e l i a b l e  s o  t h a t  t h e  l i k e l i h o o d  o f  d o u b l e  f a u l t s  i s  t r u l y  

n e g l i g i b l e .  T h i s  p o i n t  o f  v i e w  i s  i d e n t i c a l  t o  t h a t  t a k e n  i n  c o d i n g  

t h e o r y  i n  o r d e r  t o  remove f rom an o t h e r w i s e  l o g i c a l - c o m b i n a t o r i a l  p r o b l e m  

t p r i v a t e  c o m m u n i c a t i o n  f r o m  J .  D .  Cowan o f  UIT. 
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all probabilistic considerations. Thus, we normally speak of single- 

error-correcting o r  double-error,detecting codes in preference to codes 

having a fixed probability of  uncorrected o r  undetected e r r o r  

Further work is warranted in refining the costs of some of the de- 

coding circuits discussed, particularly those based on codes for checking 

arithmetic operations. Also, it is conceivable that future effort in 

coding theory will uncover some improved codes of this class whose en- 

coders anddecodersare as simple, say, as those in Figs. 1 and 2 for the 

single-error-correcting codes. Finally, improved circuits for fault- 

masked correctors are needed for m o s t  of the cases considered in this 

discussion, but particularly for gate-type realizations of serial, 

parallel, and series-parallel codes for arithmetic checking. 
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